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Ingredients for this Strategic Focus






Chinese Strategy:
What I Found of Importance

* Planning and guidance; analytical
judgement

* Objective-subjective thought process
* Gain a strategic advantage

* Use of stratagems

* Essence of strategy



PLA Encyclopedia on Strategy

* Military strategy is defined as consisting of
planning and guidance for the situation of military
struggles as a whole. It is the analytical judgment
of such factors as international conditions,
hostilities in bilateral politics, military economics,
science and technology, and geography as they
apply to the preparation and direction of the overall
military/war plan. (Chinese—1997 Chinese Military
Encyclopedia)



War Engineering,
Issue 3, 2007 in

Zhongguo Junshi

Kexue

A method of systems
engineering that
studies, designs,
tests, controls, and
evaluates war
systems based on
information
technology.

Planning and
guidance?



Hu Xiaofeng (cont.)

°* War engineering takes all of war space and time into
consideration as well as politics, military affairs,
economics, and diplomacy to obtain the best results
overall. Regardless of the situation, one must
achieve effective control of war systems to gain
real-time control of the course of operations.

* The path to victory depends on making innovations,
which means creating asymmetries in the shape of
warfare, methods of operations, and in war methods
and training methods. Only then is war control
possible.



Objective-subjective

°* Fan and Ma then state categorically that “The
relationship between the strategic environment
and military strategy is a relationship between
objective reality and subjective guidance.
Properly understanding and analyzing the
strategic environment is the prerequisite for
properly formulating and implementing military
strategy.”



Lectures on the Science of
Information Operations, 2013

* Editor, Ye Zheng; photo from CIRS’s
Report “Termite Electron”



Chapter Six, Decision-Making

* All correct strategic decision-making is the result of
subjective understanding paired with objective
E A

* If one seeks to get to the truth of a complex and
multifaceted external situation and develop a correct
subjective understanding of objective reality...then
one must perform penetrating fundamental analysis.

°* Those who have won strategic victories have “led
warfare on the basis of the changing objective
circumstances, making their subjective leadership
correspond ever more closely to objective reality.”



“Shi,,
Chapter Five of
the Art of War

* Tao Hanzhang, retired
Chinese General: Shi is “the
strategically advantageous
posture before a battle that
enables it to have a flexible,
mobile, and changeable
position during a campaign”
(p- 124)



Resources for Information
Confrontation—2010

* Stratagem’s development must move from
“unitary” to “complex” stratagems
incorporating science and information devices

* Stratagem application must be designed by a
special agency rather than a few masterminds.
Stress will be on the systematic application of
stratagems at multiple levels rather than on a
single level



Deciphering
Information Security

* The issue of
information and
network security is an
issue of technology,
but above all else it is
an issue of strategy.

°* Technology
determines tactics—
or is it now strategy?



Stratagem Manipulation

°* The developer of a stratagem must do everything
possible to control the enemy’s method of
intelligence analysis and processing.

* The goal of the Chinese process is to put the
stratagem developer in sync with the enemy’s
“intelligence-judgment-decision” process and induce
the enemy to make decisions as one would expect
him to do.

* This should make all US personnel wonder just how
much the Chinese study our intelligence cycle
(planning, collecting, processing, analyzing,
disseminating) for vulnerabilities or exploitation.



Essence of Strategy

* Make someone do something for
themselves that they are actually
doing for you; Art of War, Chapter Six



Words Matter

°* The importance of words and their
meaning: hybrid vs cocktail war;
strategic pivot; shi; strategy



1999
“cocktail warfare”
“new concept weapons
versus “new concepts
of weapons” (cyber
preemption + network
reconnaissance +high-
tech deception +
financial market
disruption + network
deterrence, etc.)


http://www.amazon.com/gp/product/images/0971680728/sr=1-1/qid=1215537543/ref=dp_image_0?ie=UTF8&n=283155&s=books&qid=1215537543&sr=1-1
http://www.amazon.com/gp/product/images/0971680728/sr=1-1/qid=1215537543/ref=dp_image_0?ie=UTF8&n=283155&s=books&qid=1215537543&sr=1-1

Strategic pivot, 1997 Chinese
Military Encyclopedia

* Strategic pivot is the central link that has decisive
significance for a war, or a location that has a
relatively great effect on the entire situation of a war.
Those who are directing a war concentrate their
strength to get a good hold on the strategic pivot so
as to direct the war...one must do a scientific
estimate of the situation of the war, objectively
analyze the basic contradictions of the war, and eye
it from an overall perspective. It has embodied in it
the decisive function of seizing victory.









U.S. and China on Strategic
Terminology

* A prudent idea or set of ideas for employing the
instruments of national power in a synchronized
and integrated fashion to achieve theater, national,
and/or multinational objectives. (US—JP 1-02)

* Military strategy is defined as consisting of
planning and guidance for the situation of military
struggles as a whole. It is the analytical judgment
of such factors as international conditions,
hostilities in bilateral politics, military economics,
science and technology, and geography as they
apply to the preparation and direction of the overall
military/war plan. (Chinese—1997 Chinese Military
Encyclopedia)



Four Important Strategic Documents









The Science of Military Strategy

Selected Chinese-English Terms
ﬁ@[‘ﬂﬁ';? Military Strategists of Power and Stratagem

ﬁ%ﬁ'215§ Military Strategists of Technology and Skill
ﬂ:/ 5% Military Strategists of Disposition and Capability

I Bﬁ SH % Military Strategists of yin and yang

= = /u:& L} Cyber-Attack; Information Attack
'E?FE\/ o Informationalization; Cyberization
M 284 Cyberization

M 28 (ZFEHIS A Age of Cyber Information

] 2% Ly Cyber-War







Fan and Ma On the Environment
(Chapter 3)...

* The strategic environment is “the important
foundation upon which military strategy is
dependent for its formulation...the arena upon which
the strategic directors are dependent for displaying
their talent in planning and skill in directing.”



Objective-subjective

°* Fan and Ma then state categorically that “The
relationship between the strategic environment
and military strategy is a relationship between
objective reality and subjective guidance.
Properly understanding and analyzing the
strategic environment is the prerequisite for
properly formulating and implementing military
strategy.”



What is the objective reality of cyber
to a member of the PLA?

* Surrogates work
* Lack of rules and regulations

° ltis difficult to pin blame even after detection is made due
to the use of various servers along the way

* US control of the Internet is not in line with democracy; it
is an unsymmetrical line of thinking

°* Anonymous character of the Internet

* Weak security systems still exist to exploit, but it is also
possible to work around strong systems

* Packets of electrons can sit undetected for long periods of
time
* Stratagems work with packets of electrons









CHAPTER 10

Chapter 10 The Guiding [deology of Battle
Section | Elaborately Contrive [nformation-based Joint Operations

ection 2 Conduct Otfensive Atiack with Independence and Flexioilty

Section 3 Proactively Perfoming Intensive Sabotage on Vital System of Enemy

Section 4 Decisively Conduct the Crucial Battle with Positive Situation




Ten of Twelve Chapters Compared
in the 2007 and 2013 Strategy Books

2007 2013

* Implications, character °
°* Nature, msn, tasks °
* Objective environment °
°* MS fundamental theory °
°* MS strength foundation °
* Planning, devising MS °
° MOOTW °
* Mil restraint °
* War direction/control °
* Ildeology of battle °

Strategy

Evolution of strategy
Strategic environment
Wars development
Active defense thought
St under infor. conditions
St & military deterrence
MOOTW

Nuc, space, network
Theater strategy






Science of Military Strategy

* Core mission: study future wars and plan and guide
warfare

* Strategies for the major spheres of security are
nuclear, outer space, and network space at present

* Contains many Russian-like strategic elements:
foresight, forms and methods, ratio of strengths
(CNP), “there is not one strategy that fits all”



Science of Military Strategy

°* Marx and Engels...proposed brand-new details
such as the concept of people’s warfare, the
strategy of active defense, and the proletarian
class’s methods of operations

* Operational thought...proposed the idea of a
“sabotage and strike warfare against systems” that
corresponds to the basic laws of local wars under
informationized conditions

°* Combine strategic defense with campaign and
tactical offense



Who developed
People’s War?
(p. 121, 126)

Marx

Mao

Sun Tzu

Deng Xiaoping




Whose philosophy

serves as the PLAs

guiding principle?
(p. 150)

Marx

Mao

Sun Tzu

Deng Xiaoping




Who said the biggest
mistake is to miss an
opportunity to send
superior forces against
the enemy?

(p. 288)

Marx

Mao

Sun Tzu

Deng Xiaoping




Who said the best
defense is active
defense carried out
via offensive
means?

(p. 308)

Engels

Mao

Sun Tzu

Deng Xiaoping




2013 Science of Military Strategy

* Strategic guidance must take on the
overall situation...and fully bring into
play the dynamic role of strategic
guidance, so that subjective guidance
corresponds to objective reality.

°* Because environmental conditions are
constantly changing and because of
the dynamic games of both the enemy
and yourself, it is impossible to pray to
have subjective judgment completely
correspond to objective reality



Twelve Issues that Strategy
Must Resolve

Conditions and nature of war
Characteristics of war and principles of its guidance
Judgement of the strategic situation

Evaluation of strategic threats, strategic opponents,
and main targets of operations, studying the
enemy’s forms and methods of operations

Clarify strategic spaces, directions and strategi
setup

Establishment of guiding thought for operations and
forms and methods of operations



Twelve Issues (cont.)

Clarification of tasks and principles of use of the
services and theaters

Clarification of principles and methods for supporting
the war

Clarification of principles and forms of strategic
leadership and command

Clarification of principles and forms of use of military
deterrence

Clarification of principles and forms of MOOTW

Clarification of objectives, key points, ways, and
thoughts and principles



Strategic Indicators of When to Fight

The basic point of decision-making is “being
favorable”
Use strength against cyber nodes, strategic command

centers, major operational directions, crucial
operational platforms, and strategic support centers.

Fights can be over key points, strategic resources,
strategic thoroughfares, or global public spaces (outer
space, polar regions, networks, etc.)



Local War under Informationized
Conditions (LWIC)

°* LWIC is SoS vs SoS, and its basic operational form
is integrated joint operations; war’s SoS has an
asymmetric quality, which comes from different
weapons and technical equipment, number of
personnel, structure, thoughts, cultural
background, behavioral criteria, temporospatial
conditions, and operational modes, correlated to
strength and the subjective dynamic quality

°* The PLA must create a favorable pre-combat
posture and do what is possible to seize the
initiative in the early stage of war.



2013 Science of Military Strategy

* Reinforcing the contention for networks
as multipliers requires...upholding
attack as primary, to not only sabotage
the enemy’s software systems, but also
destroy the enemy’s hardware facilities
equipment; focusing on the
characteristics of the fuzziness of
peacetime-wartime boundaries in cyber
warfare and the difficulty of
identification of military-civilian
attacks...using the civilian to screen the
military in peacetime, and executing
military-civilian joint integrated attacks.



MOOTwW

* Includes maintenance of stability and protecting
rights and interests (SCS?); crisis management

* MOOTW is manifested in 1. achieving political
interests 2. carrying out military-strategic concepts in
peacetime 3. carrying out new missions 4. supporting
an expansion of interests 5. upholding peace 6.
enhancing operational capabilities

* Four categories: confrontation (to eliminate non-
traditional security threats endangering national
security), law enforcement, aid operations, and
cooperative operations



Information Deterrence

* A strategic activity to achieve certain political goals,
to influence an opponent’s strategic judgment with
the threat of use or with the use of military strength,
so that the opponent gives up his hostile activities
from sensing the difficult in realizing his objectives
or feeling more harm than good will come of this.

°* Types: conventional, nuclear, space, information,
direct, indirect, peacetime, contingency, actual, non-
actual, local, integrated









China’s Military Strategy

Preface
I. National Security Situation

ll. Missions and Strategic Tasks of China’s
Armed Forces

lll. Strategic Guidelines of Active Defense

IV. Building and Development of China’s Armed
Forces

V. Preparation for Military Struggle
VI. Military and Security Cooperation



MOOTW in the 2015 White Paper
“China’s Military Strategy”

* The armed forces will continue to conduct such
MOOTWSs as emergency rescue and disaster
relief, counter-terrorism and stability
maintenance, rights and interests protection,
guard duty, international peacekeeping, and
international humanitarian assistance and
disaster relief (HADR)



China’s Military Strategy White Paper:
Strategic Advantage

°* China’s armed forces will lay stress on farsighted
planning and management to create a FAVORABLE

POSTURE, comprehensively manage crises, and
resolutely deter and win wars

* China’s armed forces will work harder to create a

FAVORABLE STRATEGIC POSTURE with more

emphasis on the employment of military forces and
means

* A principle of active defense is to foster a
STRATEGIC POSTURE FAVORABLE to China’s

peaceful development



A Strategic Advantage is Established
via Reconnaissance

* General Dai, Direct IW: Computer network
reconnaissance is the prerequisite for
seizing victory in warfare. It helps to
choose opportune moments, places, and
measures for attack.



Peng Guanggqgian, Deputy Secretary General of
the China National Security Forum, on the
Strategic Support Force

* The SSF will be in chare of
information and intelligence
collection, surveillance, electronic
warfare, cyber attack and defense
technology, and space management.



Other Opinions on the SSF...

* SSF provides logistics and magnifies combat
capabilities with expertise in the electronic, cyber,
satellite, intelligence, technical surveillance, and
psychological warfare domains.

* This new-type operation force will integrate forces
performing strategic, basic, and support functions; it
optimizes military power structures, and aims to
achieve the goal of winning local wars under
informatized conditions as part of a joint force; itis
not a stand alone force



Support Force Patch and Badge



“Xi Warns Party Not to Waver on

Ideology”
WSJ, July 2-3, 2016

* “Turning our backs or abandoning
Marxism means that our party would
lose its soul and direction,” he said.

* The Economist, 28 February 2016



Chinese Strategy: What to Remember

* Analytical judgement
* Objective-subjective
* Strategic advantage
* Use of stratagems

* Essence of strategy
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