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BRIEF OVERVIEW OF NUCLEAR COMMAND,
CONTROL, AND COMMUNICATION (NC3)

* LINKS NUCLEAR FORCES TO PRESIDENTIAL
AUTHORITY

* SPACE-BORNE AND TERRESTRIAL EARLY
WARNING

» FACILITIES TO INTERPRET EARLY WARNING
INFORMATION

SV ERRESTRIAL A ND AIRBCRNECOMIMAND e
AND CONTROL POSTS

“‘_ : P g Shooters A
* COMMUNICATIONS INFRASTRUCTURE: '&& N ’
SATELLITE, RF, AND LAND-LINE |

Image: Nuclear Matters Handbook, 2016



CHALLENGES FOR 21°T CENTURY NC3

“ASSURED AND RELIABLE NC3 IS CRITICAL TO THE CREDIBILITY OF
OUR NUCLEAR DETERRENT. THE AGING NC3 SYSTEM CONTINUES TO
MEET ITS INTENDED PURPOSE, BUT RISK TO MISSION SUCCESS IS
INCREASING. OUR CHALLENGES INCLUDE OPERATING AGING
LEGACY SYSTEMS AND ADDRESSING RISKS ASSOCIATED WITH TODAY'S
DIGITAL SECURITY ENVIRONMENT."

C.D. Haney. Statement to Senate Committee on Armed Services, 2014.



INCREASED US RELIANCE ON SPACE-BASED NC3

“THE UNITED STATES IN PARTICULAR IS DEEPLY RELIANT UPON SPACE.
WHILE SUCH RELIANCE ENABLES THE UNITED STATES AND OUR ALLIES
AND PARTNERS TO UNDERTAKE A RANGE OF OPERATIONS IN SUPPORT
OF PEACE AND SECURITY, THIS RELIANCE HAS INCREASINGLY BEEN
VIEWED BY POTENTIAL ADVERSARIES AS A VULNERABILITY TO BE
EXPLOITED THROUGH THE DEVELOPMENT OF COUNTERSPACE
CAPABILITIES."

F. Rose. “Using Diplomacy to Advance the Long-Term Sustainability and Security of the Outer Space
Environment,” 2016.



NC3 VULNERABILITIES IN OUTER SPACE

LASER-BASED SYSTEMS
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WHAT IS CYBERSPACE?®

“AN OPERATIONAL DOMAIN FRAMED BY THE USE OF ELECTRONICS
AND THE ELECTROMAGNETIC SPECTRUM TO CREATE, STORE, MODIFY,
EXCHANGE, AND EXPLOIT INFORMATION VIA INTERCONNECTED AND
INTERNETTED INFORMATION SYSTEMS AND THEIR ASSOCIATED
INFRASTRUCTURE."

D. Kuehl. “From Cyberspace to Cyberpower: Defining the Problem,” 2009.



NC3 VULNERABILITIES IN CYBERSPACE

e HETEROGENEOUS NETWORKED SYSTEMS

CREATE LARGE ATTACK SURFACE It's Surprisingly Simple to Hack a
Satellite

e DOCUMENTED VULNERABILITIES
* INSECURE SUPPLY CHAINS
Chinese hack U.S. weather systems,

* INCREASING COMPLEXITY (=T T satellite network

e ADDITIONAL RELIANCE ON COMPLEX
SOFTWARE AND OVER-THE-AIR UPDATES

e COST OF PROVING SYSTEM SECURITY
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MAJOR CLASSES OF EXPLOITABLE FLAWS

e HARD-CODED CREDENTIALS: UNDOCUMENTED CREDENTIALS THAT CAN
AUTHENTICATE IN DOCUMENTED INTERFACES

e UNDOCUMENTED PROTOCOLS: PROTOCOLS NOT INTENDED FOR END USERS

* INSECURE PROTOCOLS: END-USER PROTOCOLS THAT POSE A SECURITY RISK

e BACKDOORS: MECHANISMS USED TO ACCESS FEATURES NOT INTENDED FOR
END USERS — NOT ONLY SOFTWARE!

“A Wake-up Call for SATCOM Security.” IOActive, 2014.



TECHNOLOGICAL TOOLS FOR RISK MITIGATION

* ADVANCED FORENSICS AND
NETWORK DEFENSE

* MINIMIZING THE CODE BASE

e SMALL-SCALE LAUNCH +
INEXPENSIVE HARDWARE

e DECREASE RELIANCE ON SPACE-
BASED NC3
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POLICY TOOLS: ADAPTING OLD RULES TO NEW

DOMAINS

JURISDICTION: WHAT CAN WE REASONABLY KNOW¢

RESPONSIBILITY: ESPIONAGE VS. ATTACK<?

USE OF FORCE: THIRD PARTIESS

SELF-DEFENSE: WHAT IS “THE LAST WINDOW'' ¢
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CONCLUDING THOUGHTS

1. THE CREDIBILITY OF THE NUCLEAR DETERRENT DIRECTLY RELIES ON OUR ABILITY TO
BE BELIEVABLY RESILIENT TO ATTEMPTED NC3 DISRUPTION — SPACE-BASED
COMPONENTS ARE JUST THE TIP OF THE ICEBERG

2. NC3 AND ASSOCIATED SYSTEMS WILL KEEP GETTING MORE COMPLEX, AND IN
ALL LIKELIHOOD THEY WILL BE HACKED — MORE AUTOMATION IS A DOUBLE-
EDGED SWORD

3. THE CONTINUATION OF STRATEGIC STABILITY REQUIRES THE INTEGRATION OF
CYBER CAPABILITIES INTO THE CALCULUS OF NUCLEAR DETERRENCE — THIS IS NOT
EASY, IT IS NOT INEXPENSIVE, AND IT IS NOT A CHOICE




