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“The significant problems we have cannot be solved at the 
same level of thinking with which we created them.” 

  
- Albert Einstein 

“If you know your enemies and know yourself, you will 
not be imperiled in a hundred battles…if you do not know 

your enemies nor yourself, you will be imperiled in every 
single battle.” 

- Sun Tzu
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overview

• Nonlinear Science Defined

• Warfare as Complex System: From Systems 
Science to Maneuver Warfare

• Meeting Complexity with Complexity: 
NCW, COIN & CT

• Assessment: From Outcomes to Process
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Nonlinear Science Defined
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•large number of interacting elements  
•interactions are dynamic, nonlinear, involving positive and 
negative feedback  
•sensitivity to changes in initial conditions--i.e. small 
changes can lead to disproportionately large impacts, AKA 
“the butterfly effect” or “system perturbations”  
•interaction is recursive or iterative  
•"open" systems, susceptible to "outside" environmental 
influence  
•systems are “path dependent”--i.e. they are evolutionary, 
have a history  
•order or structure is an “emergent” effect of nonlinear 
interaction  
•“self-organization”  
•largely (but not entirely) unpredictable  
•systems are "far from equilibrium"; they exhibit "dynamic 
stability"  
•and others...

7



Warfare as Complex 
System

From Systems Science to Maneuver Warfare
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The Systems Sciences
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“They are all problems 
which involve dealing 
simultaneously with a 
sizable number of factors 
which are interrelated into 
an organic whole ... A very 
substantial number of 
relevant variables is 
involved here, and they are 
all interrelated in a 
complicated, but 
nevertheless not in helter-
skelter, fashion.” 

- Warren Weaver, 1948
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OODA Loops & 
Maneuver Warfare
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Meeting Complexity 
with Complexity

Network-Centric Warfare, Counterinsurgency & 
Counterterrorism
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Network-Centric Warfare
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Problems:
- World, war & enemies = 
complex systems 
- Dangerous system 
perturbations 

Solutions:
- Use networked IT to become 
a complex system 
- Offensive action to alter initial 
conditions, prevent system 
perturbations

VADM Arthur Cebrowski
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"In the Information Age, more than 
at any other time, we are aware that 
warfare is a highly path dependent 
activity. That is, small changes in 
initial conditions can result in 
profound changes in outcome. The 
ability to seize the initiative, alter 
those initial conditions, has enormous 
power. We want a force that is 
capable of doing that. Not all forces 
can do that." (Cebrowski, 2003)
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"This is an information age phenomena. A systems perturbation is essentially a 
vertical shock to the international system from which horizontal waves 
propagate... It has a ripple effect and it is so disruptive that when it happens new 
rules are created, they mix with old ones, and a new reality is created. What is 
happening here is that propagation is related to the density of the medium. In 
the information age we have an increasingly dense medium and sometime in the 
late-1990s, we crossed a threshold where the medium became sufficiently dense 
where it can sustain the propagation of the perturbation. That is much of what 
we witnessed post-9/11." (Cebrowski, 2003)
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"Military operations are enormously complex, and complexity theory tells us that such enterprises organize best 
from the bottom-up... [B]ottom-up organization yields self-synchronization." (Cebrowski & Garstka, 1998)  

“Network-centric warfare enables forces to organize from the bottom up--or to self-
synchronize." (Cebrowski & Garstka, 1998) 

"When we put all this together we see that a new American way of war is emerging...[that] recognize[s] the 
value of shared awareness and that a dispersed force is key to generating the non-contiguous [i.e. 
nonlinear] battle space." (Cebrowski, 2003) 

"Such awareness [i.e. "shared awareness"]...is a matter of the co-evolution of that technology with operational 
concepts, doctrine, and organization.  The enabler, of course, is technology." (Cebrowski & Garstka, 1998) 

"In the increasingly transparent battle space, the speed and access of our networked forces open the way to 
profoundly altering initial conditions of conflict, developing high rates of change that cannot be outpaced, 
and sharply narrowing an enemy's strategic choices." (Cebrowski & Barnett, 2003) 

"[A] superior information position is turned into a competitive advantage...by the decisive altering of initial 
conditions... [A]ll elements of the operating situation [are] parts of a complex adaptive 
ecosystem..." (Cebrowski & Garstka, 1998) 

"Self-synchronization is the ability of the well-informed force to organize and synchronize complex warfare 
activities from the bottom up... Self-synchronization is enabled by a high level of knowledge..." (Cebrowski 
& Garstka, 1998)
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"Across the 1990s global rule sets became seriously misaligned, with economics racing 
ahead of politics (as evidenced by current corporate scandals) and technology racing ahead 
of security (e.g., the rise of transnational terrorists exploiting globalization’s growing network 
connectivity). Now it is time to play catch up...with the U.S. military once again serving 
as an instrument of rule-set exportation through the global war on 
terrorism." (Cebrowski & Barnett, 2003)

"The Global War on Terrorism has added focus to the notion of exporting security. For 
a long time we said the United States is not the world’s policeman. Now you can say that all 
you want but it doesn’t change the reality... Deterrence now has to be based on 
prevention, which is different...that is being preventative and the notion of deter forward 
becomes very, very important." (Cebrowski, 2002)
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“Deter forward?”

"It is really about how good a job you’ve done in altering the 
initial conditions. Taking advantage of the path dependency 
of this very complex thing we call warfare." (Cebrowski, 2002)

"What are we trying to do here now with Deter Forward? What we 
want to be able to do is develop very rapid rates of change...to 
alter the initial conditions... But the big enabler...is the 
networking capability. The entry fee...is a network structure, 
network centric organizations and network centric 
warfare." (Cebrowski, 2003)
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"We have to master system perturbations... [O]ur role, and the role of the members of 
the core, the functioning core of globalization...our role is that of Systems Administrator... 
[T]he role is to keep the system up and running, just like with your computer 
system... There is a certain moral obligation to shrink the Gap over time.  This results 
in a booming export market for us. But the export market that I'm concerned about in 
defense is the exporting of security. It is indeed a growth market. Security is our nation's 
largest single public sector export, and it's booming...  If you are fighting globalization, if 
you reject the rules, if you reject connectivity, you are probably going to be of 
interest to the United States Department of Defense... This is the chafing we saw in 
the run- up to Operation Iraqi Freedom, which is that we are a nation that is increasingly 
recognizing this view of the world." (Cebrowski, 2003)
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"a military of super-
empowered individuals 
[capable of] fighting wars 
against super-empowered 
individuals...moves the 
military toward an embrace 
of a more sharply focused 
global cop role: we 
increasingly specialize in 
neutralizing bad people 
who do bad things." - 
Cebrowski & Barnett, 2003
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COIN & CT
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Counter-network operations 
“generate a lethal 
momentum that causes 
insurgent networks to 
collapse catastrophically.”  

-David Kilcullen
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“Systems thinking…is based 
on the perspective of the 
systems sciences that seeks to 
understand the 
interconnectedness, 
complexity, and wholeness of 
the elements of systems in 
relation to one another.”

29



"[T]he battle against al Qaeda 
will be won by crippling the 
network, either by removing 
enough of its hubs to reach the 
critical point of fragmentation 
or by draining its resources, 
preparing the groundwork for 
cascading internal failures.”
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Dr David Bright, “Dismantling and Disrupting 
Dark Networks: Lessons from Social 

Network Analysis and Computer Simulation,” 
at West Point NSC, Nov. 2013.
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Assessment
From Outcomes to Process
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“The significant 
problems we have 
cannot be solved at 
the same level of 
thinking with which 
we created them.” 

  
- Albert Einstein
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“We're an empire now, and when we act, we create our 
own reality. And while you're studying that reality -- 
judiciously, as you will -- we'll act again, creating 
other new realities, which you can study too, and 
that's how things will sort out. We're history's actors . . 
. and you, all of you, will be left to just study what we 
do.” 

- attributed to Karl Rove
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Executing faster than the adversary 
is not enough, especially if the plan 
is wrong. 

Seeking to exploit butterfly effects 
ignores that their impacts are 
fundamentally unpredictable. 

Iteratively gather data from nodes to 
find other nodes rather than rely on 
big data/mass surveillance to find 
the key nodes.
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Thank you!
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