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“The significant problems we have cannot be solved at the
same level of thinking with which we created them.”

- Albert Einstein

“If you know your enemies and know yourself, you will
not be imperiled in a hundred battles...if you do not know
your enemies nor yourself, you will be imperiled in every

single battle.”

-Sun Tzu
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Nonlinear Science Defined
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«large number of interacting elements

interactions are dynamic, nonlinear, involving positive and
negative feedback

*sensitivity to changes in initial conditions--i.e. small
changes can lead to disproportionately large impacts, AKA
“the butterfly effect” or “system perturbations”
*interaction is recursive or iterative

«"open" systems, susceptible to "outside" environmental
influence

*systems are “path dependent”--i.e. they are evolutionary,
have a history

sorder or structure is an “emergent’” effect of nonlinear
interaction

“self-organization”

elargely (but not entirely) unpredictable

*systems are "far from equilibrium"; they exhibit "dynamic
stability"

*and others...
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System

From Systems Science to Maneuver Warfare




The Systems Sciences




“They are all problems
which involve dealing
simultaneously with a
sizable number of factors
which are interrelated into
an organic whole ... A very
substantial number of
relevant variables is

iInvolved here, and they are
all interrelated in a
complicated, but
nevertheless not in helter-
skelter, fashion.”

- Warren Weaver, 1948

19

Science and Complexity

Warren Weaver

Science has led to a multitude of results that affect men’s lives. Some of these results are
embodied in mere conveniences of a relatively trivial sort. Many of them, based on science
and developed through technology, are essential to the machinery of modern life. Many
other results, especially those associated with the biological and medical sciences, are of
unquestioned benefit and comfort. Certain aspects of science have profoundly influenced
men’s ideas and even their ideals. Still other aspects of science are thoroughly awesome.

How can we get a view of the function that science should have in the developing future
of man? How can we appreciate what science really is and, equally important, what science
is not? It is, of course, possible to discuss the nature of science in general philosophical
terms. For some purposes such a discussion is important and necessary, but for the present a
more direct approach is desirable. Let us, as a very realistic politician used to say, let us look
at the record. Neglecting the older history of science, we shall go back only three and a half
centuries and take a broad view that tries to see the main features, and omits minor details.
Let us begin with the physical sciences, rather than the biological, for the place of the life
sciences in the descriptive scheme will gradually become evident.

Problems of Simplicity

Speaking roughly, it may be said that the seventeenth, eighteenth, and nineteenth
centuries formed the period in which physical science learned variables, which brought us
the telephone and the radio, the automobile and the airplane, the phonograph and the
moving pictures, the turbine and the Diesel engine, and the modern hydroelectric power
plant.

The concurrent progress in biology and medicine was also impressive, but that was of a
different character. The significant problems of living organisms are seldom those in which
one can rigidly maintain constant all but two variables. Living things are more likely to
present situations in which a half-dozen, or even several dozen quantities are all varying

From American Scientist 36, 536. Copyright © 1948 by Sigma Xi.
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The OODA "Loop"

Sketch

Observation Orientation Decision

~T ) . 1
Click on box to expand

Imp hicit Imp hicit
Guidance —[ Guidance
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Information
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Insights:

Note how orientation shapes observation, shapes decision, shapes action, and, in turn, is shaped
by the feedback and other phenomena coming into our sensing or observation window.

Also note how the entire "loop” (not just onentation) is an ongoing many-sided implicit cross-
referencing process of projection, empathy, correlation, and rejection.




Meeting Complexity

with Complexity

Network-Centric Warfare, Counterinsurgency &
Counterterrorism
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Network-Centric Warfare




VADM Arthur Cebrowski

Problems:

- World, war & enemies =
complex systems

- Dangerous system
perturbations

Solutions:

- Use networked IT to become
a complex system

- Offensive action to alter initial
conditions, prevent system
perturbations
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War as an Organic Exchange

of Energy Matter and lnformatuon
between open, linked hierarc ac rd gt 2 laws
of far-from-aquilibrium thenr i 1AMIC

"In the Information Age, more than
\ ) V at any other time, we are aware that
warfare is a highly path dependent
Ju\, \ activity. That is, small changes in

) & ] B initial conditions can result in
Y\ < rofound changes in outcome. The
7 LR JV\. orofound changes in outcome

)

ability to seize the initiative, alter
those initial conditions, has enormous
power. We want a force that is
capable of doing that. Not all forces
can do that." (Cebrowski, 2003)
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"This is an information age phenomena. A systems perturbation is essentially a
vertical shock to the international system from which horizontal waves
propagate... It has a ripple effect and it is so disruptive that when it happens new
rules are created, they mix with old ones, and a new reality is created. \What is
happening here is that propagation is related to the density of the medium. In
the information age we have an increasingly dense medium and sometime in the
late-1990s, we crossed a threshold where the medium became sufficiently dense
where it can sustain the propagation of the perturbation. That is much of what
we witnessed post-9/11." (Cebrowski, 2003)




"Military operations are enormously complex, and complexity theory tells us that such enterprises organize best

from the bottom-up... [B]ottom-up organization yields self-synchronization." (Cebrowski & Garstka, 1998)

£

‘Network-centric warfare enables forces to organize from the bottom up--or to self-
synchronize." (Cebrowski & Garstka, 1998)

"When we put all this together we see that a new American way of war is emerging...[that] recognize[s] the
value of shared awareness and that a dispersed force is key to generating the non-contiguous [i.e.
nonlinear] battle space." (Cebrowski, 2003)

'Such awareness [i.e. "shared awareness"]...is a matter of the co-evolution of that technology with operational

concepts, doctrine, and organization. The enabler, of course, is technology." (Cebrowski & Garstka, 1998)

"In the increasingly transparent battle space, the speed and access of our networked forces open the way to
profoundly altering initial conditions of conflict, developing high rates of change that cannot be outpaced,
and sharply narrowing an enemy's strategic choices." (Cebrowski & Barnett, 2003)

"[A] superior information position is turned into a competitive advantage...by the decisive altering of initial

conditions... [A]ll elements of the operating situation [are] parts of a complex adaptive
ecosystem..." (Cebrowski & Garstka, 1998)

Self-synchronization is the ability of the well-informed force to organize and synchronize complex warfare

activities from the bottom up... Self-synchronization is enabled by a high level of knowledge..." (Cebrowski
& Garstka, 1998)




Networked ICTs

Structure
Networked
Decentralized
Non-Hierarchical
Flat
Amorphous

Dispersed
Distributed

Behavior
Adaptability
Flexibility
Self-Organization
Emergence
Resilience
Robustness
Speed




New Era, New Rule Set?

.
Systemic

Stress

Qof
. “New Economy”
s Globalization 11

1990s 20008 beyond

Thomius PM Barneit
Pirector
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"Across the 1990s global rule sets became seriously misaligned, with economics racing
ahead of politics (as evidenced by current corporate scandals) and technology racing ahead
of security (e.g., the rise of transnational terrorists exploiting globalization’s growing network
connectivity). Now it is time to play catch up...with the U.S. military once again serving
as an instrument of rule-set exportation through the global war on

terrorism." (Cebrowski & Barnett, 2003)

"The Global War on Terrorism h fe he notion of exportin rity. For
a long time we said the United States is not the world’s policeman. Now you can say that all
you want but it doesn’t change the reality... Deterrence now has to be based on
prevention, which is different...that is being preventative and the notion of deter forward
becomes very, very important." (Cebrowski, 2002)




“Deter forward?”

"It is really about how good a job you’ve done in altering the

initial conditions. Taking advantage of the path dependency
of this very complex thing we call warfare." (Cebrowski, 2002)

"What are we trying to do here now with Deter Forward? What we
want to be able to do is develop very rapid rates of change...fo
alter the initial conditions... But the big enabler...is the
networking capability. The entry fee...is a network structure,
network centric organizations and network centric

warfare." (Cebrowski, 2003)
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WAR AND PEACE IN THE
TWENTY-FIRST CENTURY
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AT

Non-Functioning Gap

"We have to master system perturbations... [O]ur role, and the role of the members of
the core, the functioning core of globalization...our role is that of Systems Administrator...

[T]he role is to keep the system up and running, just like with your computer
system... There is a certain moral obligation to shrink the Gap over time. This results
in a booming export market for us. But the export market that I'm concerned about in
defense is the exporting of security. It is indeed a growth market. Security is our nation's
largest single public sector export, and it's booming... If you are fighting globalization, if

you reject the rules. if you reject connectivity, you are probably going to be of
interest to the United States Department of Defense... This is the chafing we saw in
the run- up to Operation Iraqi Freedom, which is that we are a nation that is increasingly
recognizing this view of the world." (Cebrowski, 2003)




"a military of super-
empowered individuals
[capable of] fighting wars
against super-empowered
individuals...moves the T
military toward an embrace s Arthur K. Cebrowski & Thomas P.M. Barnet

_ry Thomas P.M. Barnett :: Articles and Books
’" v ~ a future worth creating
Home Articles / Books Projects Barnett Consuiting Weblog

Of a m O re S h a rP Iy fo C u S e d For a subsequent "letter to the editor” on this article, click here
gl 0 bal Co P ro I e: We The ultimate attribute of the emerging American Way of War is the

superempowerment of the war fighter--whether on the ground, in the air, or at sea.
increasingly specialize in
neutralizing bad people
who do bad things." -

Cebrowski & Barnett, 2003

COPYRIGHT: The U.S. Naval Institute, 2003 (January issue, pp. 42-43); reprinted with

permission
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Chapter Nine
Complex Irregular Warfare:
The Face of Contemporary Conflict

OVERVIEW s central to the RMA approach. Instead
network-centric warfare' based upon electronic
sensor-to-shooter networks and precision tar

September 2001 terrorist attacks ('9/11°) pres. RN
systems, advanced forces are enn DRAFT DEVELOPING CONCEPT

aged several new developments in the global conflict
environment. Although the implications of these took  has been described as ‘netwan bay
some time become clear, they have begun to for adaptive human networks, Dealin
conflict environment has caused a ¢

We n force

specia and non-specialists alike, within several
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basic models and assumptions. This essay explores
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tional military dominanceof the US. |

The RMA - now somewhat doubtful the cconomic and technological supy COMPLEX WARFIGHTING
In the last years of the twentieth century, many  from its status as the maini
Western military forces adopted a style of warfare  the US has achieved
based on standoff or nt, avoidance of ground  conventional military

combat and reliance on air and maritime strike, This  US forces virtually invincibl BT ITIVE STt ;
EXECUTIVE SUMMARY

approach was informed by the notion of a Revolution  tional force-on-force conflict, wher

in Military Affains (RMA) founded on the ¢ x  can be brought to bear. Convention. e This document, the Future
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echnologies of stealth, pervasive end to be brief, intense and one-sii orary conflict, e . c s of th y
:m’.l:»‘ n|.|‘7.n I .\.r::,:.f,,.j,\. l;-y\.r ‘.:Iul \uh\r'i lul‘”‘lnf‘l \"“‘. 1‘\14 .‘ and Air Force that sug crations) in x EFFECTS-BASED 0PERAT|0NS
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nely wide range of

mised in the US military’s “Transformation’ agenda,  This was conflict environment emely
n complex, urbanised terr

which sought to replace heavier foroes, optimi late twenticth-century militaries pla
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and situational awareness. The assumption was that  conventional superiority and actex

all-pervasive surveillance, information operations  Nonestate actors like al-Qaeda dey SRR R A Y

and precision were set to dissipate the “fog of war asymmetric’ approaches that allow hological warfar t

avoiding the noed for protracted ground combat,  step US military ps

and leading to a pew era in warfare, Terms like  tionally irrelevant, or by operating

information dominance’ and concepts such as “sce  where the US cannot bring it
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to the future of warfighting % e, during the 19908 This document represents the Australian Army's best estimate of the likely future
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operating environment, and a possible response. The response articulated is not the

first century cortainly does represent a new era in - local indigenous societies, to attac iz LY : T p
only possible respo: and is not authoritative doctrine. Rather, this is a detailed

warfare: but not the era that Western military plan-  installations and platforms - the : sty ) A
hypothesis for testing, ficld trials and further development. This concept is a start

point for further analysis, experimentation and force design, leading to capability

development — it does not represent an endstate in itself.

ners expected. Instead of pervasive surveillance and the African embassies, the |
information dominance, Western military forces a suffering little or no damage in rety
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lethal campaigns in urbanised terrain, against iereg= — mobile phones outflanked the US
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Australian Army, Future Land Warfare 2032 (1999)
Future Land Operating Concept  Complex Warfighting
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L
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try to impose control, Modern defence forces in general, and armies in particular,

usually apply force as a means to a They employ violence as a tool in order

to generate physical, cognitive and emotional responses in an adversary. In short

the application of military force rary operations is normally ‘effects
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effects-based operations (EBO) are laudable, they may not be achievable, particu
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Counter-network operations
“generate a lethal
momentum that causes
insurgent networks to
collapse catastrophically.”

-David Kilcullen

Joint Special Operations University
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Hurlburt Field, FL 32544
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“Systems thinking...is based
on the perspective of the
systems sciences that seeks to
understand the
Interconnectedness,
complexity, and wholeness of
the elements of systems in
relation to one another.”




Albert-Laszlo Barabasi

"[T]he battle against al Qaeda
will be won by crippling the
network, either by removing
enough of its hubs to reach the

critical point of fragmentation
or by draining its resources,
preparing the groundwork for
cascading internal failures.”




Appendix B
Social Network Analysis and Other Analytical Tools Network Density Shift in Insurgent Subgroup B
September October November December

Situational understanding involves determining the relationships among the factors of
METT-TC. This appendix discusses several tools used to describe the effects of the
operational environment and evaluate the threat. One of the most important of these
is social network analysis, a powerful threat evaluation tool. Commanders and staffs
use these tools to help them und d the sonal envi This under-
standing facilitates making decisions and developing plans and orders,

DESCRIBE THE EFFECTS OF THE OPERATIONAL ENVIRONMENT
B-1. Describing the effects of the operational environment requires an snalysis of the terrain, weather, and
civil consid 5. This di n addre terrain and civil considerations at length because of
importance in a counterinsurgency (COIN) environment. Terrain and civil considerutions have distinct as-
pects in COIN that analysts must understand to effectively describe the operational environment. Imagery,

geospatial analysis tools, overlays, and graphics can help depict these aspects.

DESCRIBE TERRAIN EFFECTS > Time

B2 As in conventional operatio  examining t t t

e movement of military units and enemy personnel. Ho ;i se COIN o e, N . . .
analysis usually centers on populated arvas and the cffects of terrain on the local populace. During COIN COI'dOI’I and seamh SnatCh and Gmb FOOd DIStflbutlon
operations, Soldiers and Marines spend a lot of time in suburban and urban arcas interacting with the popu-
lace, T battlefield is three dimensional. Mul Ty v round hines of communications,
such as tunnels and sewers, can be very imy 5 5¢ complex na terrain to their ad

vantage us well. Mo av swamps, and other comple: are potential bases Figure B-7. Example of changes to tactics based on density shift

91.4 for terrain analysis in urban cperats

B-3. An imporiant termin consideration in COIN is urbon and suburban land navigation. This can be dif-
ficult in arcas without an address system and in cities where 10-dig y not be accunite enough to
locate a specific apartment. Knowledge of how local people find one ancthee’s houses und what
address system they use are beneficial. Recent, accurate maps that use overhead imagery are also

In addition, tourist maps and locally produced maps facilitase understanding the names local people use to
describe places,

Stephens, N.
Nadir, L

Military Aspects of Terrain for Counterinsurgency

B-4. At the tactical level, Soldiess and Marines consider different details of the military aspecis of terrsin
to describe the operational cavironment. Peterson, W,
® Obsecrvation and fields of fire. In COIN operations, Soldicrs and Marines look for arcas with Terrel, L.
good fields of fire that may serve as ambush points, In addition, they also consider different Smith, J.
ways insurpents might observe th s1 the use of spies i
trators, and locations with line of n coun ent po Ontwon, S.
Avenues of approach, Insurgents use any means possible to get into counterinsurgent installa- Dnerst, V.
fions. Possible cntry points include scwers, rooftops, roads, and sidewalks, Insurgents exploit Lafayette, N.
their ability to blend with the pop sey may try to in ¥y 5 18 actors work
ing for counterinsurgents or the ation (HN) g Along border regions, insurgents Walid, A.
Taylor, J.
Cal
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Assessment

From Outcomes to Process




VOICE

Why Obama’s drone strategy
won’t work: Because that ain’t
no way to win a war

“The significant
problems we have
cannot be solved at
the same level of
thinking with which
we created them.”

- Albert Einstein




“We're an empire now, and when we act, we create our
own reality. And while you're studying that reality --
judiciously, as you will -- we'll act again, creating
other new realities, which you can study too, and
that's how things will sort out. We're history's actors . .

. and you, all of you, will be left to just study what we
do.”

- attributed to Karl Rove




Executing faster than the adversary
is not enough, especially it the plan
IS wrong.

Seeking to exploit butterfly effects
ignores that their impacts are
fundamentally unpredictable.

lteratively gather data from nodes to
| find other nodes rather than rely on
GENERAL STANLEY big data/mass surveillance to find
McCHRYSTAL the key nodes.

U.S. Army, Ret
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Frame an operational environment

Current state Desired end state

What is going on? What should the
Understand the environment look like?

current conditions Visualize desired

of the operational conditions of the
environment operational environment

Frame the

problem
Develop an Develop the plan
What are the operational approach

obstacles impeding What broad general actions Using the military
progress toward will resolve the problem? desicionmaking
the desired process
end state?

Continuous assessment and reframing as required

Figure 2-2. Army design methodology
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