Human / Machine partnership in complex situations;
perspectives from two DARPA programs

Dr. Fotis Barlos
Program Manager, DARPA/STO

Decision aids for high uncertainty and high sensitivity

COMPASS: Develop probing actions, designed to reduce the ambiguity (of actors and objectives) in gray
zone scenarios

Hallmark: Understand and characterize the threat from a military operation that has escalated into space,
and develop courses of action to counter it

May 22, 2019
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{9 Gray zone warfare: achieve objectives with or without violence
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 Purposeful, incremental and low threshold use of multiple elements of power
 Involves both physical actions as well as cognitive tasks

« Characterized by multiple objectives and variety of actions


Presenter
Presentation Notes
In the Gray Zone adversary strategies and goals are often hidden. Purpose of COMPASS is to estimate these hidden strategies and to recommend probing actions to reveal hidden properties.
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e Machines require structure for analysis
o Adversary intent: end goal, represented as a state S in the n-dimensional space of the environment

« Strategy: a sequence of [state, actions] that lead to the end goal; can include alternate sequences

o Tactics: a graph pattern of [actors, locations, events, and relationships] associated with each state

e ..., but humans need to understand the results:
* Red is attempting to meddle with the elections; how are they planning to do it?



D ¥y Understand system state — first wave
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Presenter
Presentation Notes
So speaking of narratives, the intent graph is the “story” of the adversary.  It is the narrative of the adversary.�Stories have a logic.  Have a natural progression.�The intent graph visualization relates  the why, what and how.  We are also working on a roadmap visualization to express the when.�
The adversary story and the unfolding of the story has impact on the physical and social domains.�And events in the physical and social domains help reveal to the adversary’s story.��Explain the layout of the power status map:  analytical facets (substns and lines are on), ��We are working on a social segments status visualization too.�The COMPASS approach is to integrate the domains.�



DmPA Represent adversary intent — second wave
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Presenter
Presentation Notes
An important part of reasoning about the Gray Zone is understanding the adversaries intent.   �Hypotheses and estimates of the adversaries intent is based on strategy, goals, sub-goals, actions and indicators.   �This forms a graph structure which we call the intent graph.�COMPASS is using a variety of machine reasoning methods to estimate the intent graph including� probabilistic graph models , bayesian inference, information theoretics, game theory and plan recognition ��Explain the layout of the intent graph visualization:  nodes, probability rings,  actor attribution sectors, links for relevance.�



DARPA

Assess & update hypotheses — third wave
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Presenter
Presentation Notes
The adversary graph is a “meeting place” for the Human and the Machine ... For the Human/Machine Partnership�Machine updates are provided.�User editing provides feedback to machine reasoning:   edit probabilities, actor weighting, add / adjust hypotheses.�This is an example of weaving human judgement and assumptions with machine results. ��Work in “what is visualization  visual analytics”, we can measure performance, and HMI challenges talking points  (Notes on slide 5 and 6)

Conclude:  The intent graph informs probe design and selection is based on minimum cost and maximum information gain.�To reduce uncertainty.



Space: Critical, Crowded and Threatened
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Orbital congestion is increasing
Number of total objects in orbit is increasing

Space assets/services are increasingly critical
Relied upon across the DoD, the economy and the world for

communications, surveillance, weather and security
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Presentation Notes
Gen John Hyten AFSPACECOM on threats
http://www.af.mil/News/ArticleDisplay/tabid/223/Article/719941/hyten-announces-space-enterprise-vision.aspx
http://www.cbsnews.com/news/rare-look-at-space-command-satellite-defense-60-minutes/
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Presentation Notes
TLE are: ISS, Magentospheric Multiscale Mission #1, and Vanguard 1


OpSIT = Oh MEO My & Do No Harm
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Course of Action (COA)
» ADS ReCoAT: determines if a HVA can be reached by a RSO

\_ COA execution using Al

» Charles River PICASSA: increases available response time from 1&W to

(s

pace Situational Awareness (SSA)

\ spacecraft and new launches

« BAE PedAmp: improves decision-making with access to trusted information
» Polaris Alpha ISSA: high-accuracy actor-target satellite conjunction assessment

« VT SOSI/RESONAATE: uses Al to rapidly detect, ID, and track maneuvering
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/Indication & Warning (I1&W)

spacecraft behaviors

« Aptima SatMAP: decision-support tool that alerts operators to unexpected and evolving

\ BAE MAJICS: provides timely warning with actionable information of impeding threats
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