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Listen for weak signals at the fringe

Use CIPHER to see patterns

ldentify trends

Calculate the ETA

Write scenarios

Backcast preferred

outcomes

Make observations and harness
information from the fringes of society
or a particular research area.

Uncover hidden patterns by categorizing
information from the fringe:
contradictions, infections, practices,
hacks, extremes, rarities.

Ask the right questions to determine

whether a pattern is really a trend.

Ensure that the timing is right for the
trend and for your organization.

Scenarios inform the strategy you will
create to take the necessary action on
a trend.

Mitigate deep uncertainty and future

> risk by reverse-engineering your

organization’s desired outcomes.
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10 Sources of Disruption
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(our individual and collective use
of social networks, chat services,
digital video channels, photo

sharing services and so on)




Today

>3 Al developing on two different tracks with
different outcomes

>29 (Current and future strategic vulnerabilities

299 Recommendations
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United States: Assessment

e Three epicenters of power: Government, Tech, Finance
e In a free market, commercial success drives decisions.

e US government (non-DoD) is not funding Al comparable to Tech epicenter.

e Of the three epicenters, Tech has the most leverage today. There are no
regulatory or financial incentives to fix current known issues.

e US government did not develop a national strategy or PoV for critical
technologies at important times: Al, also genomics

e US has no country-wide norms and standards. Haphazard approach to data
regulation and use; strategic disadvantage for government. =



Near-Horizon Developments

Emotion Recognition - Amazon

e Alexa detects our emotional and behavioral states

e Cough, sneeze, sniffles

e Tone of voice ¢ on LT

e Volume, cadence of our speech
e Relative to our individual baseline speech . [ 1 |
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Near-Horizon Developments

Persistent Recognition - Walmart

Shopping carts: Measure your baseline
biometric data

Mine your temperature, heart rate, speed and
force as you push the cart around store
Compare your data over time

Alert store assistant if you're frustrated/

angry/ having a panic attack
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Near-Horizon Developments

Behavioral Biometrics

e Mine 100s of unique biometric data points
e Compare against our individual baselines
e Use ML/ DL to learn and understand

e Authenticate/ nudge/ reward/ punish us

FIRST YEAR ON THE LIST

Behavioral Biometrics

KEY INSIGHT P393

Quantifry

g and analyzing our biometric
data can reveal patterns in our activities—
ana as 2 result reveal a lot about who we

are, whatwsre thinking, and what we are

lkely to do next.

We're shedding data just by virtus of being
alve in 2019. Dur gyes, posture, unigque
bone and capillary structures, and our
voices can be used to recognize who we
are, but all of that data can also be studied
ana analyzed to reveal what about us Is
girferent. Behavioral biometrics tools can
be used to map and measure how you
type-what force you use to press gown

On SCreens, whether you fat finger your
C's and V's on your phone, and how guicky
you tend to fick your fingers when hunting
through search results. Those toois know
your unigue typing pattern on a physical
keyboard, too: If you're someane who con-
stantly spelis the word “beha

on the first try and whether you hoid down
or repeatedly tzp an the gelete buttan.
You're not consclously aware that you have
certain identifiable behavk
perceptible to machines.

5, but they are

WHAT'S NEXT 133333

We don't think of our behaviors as igentl-
fNable markers, and that will posa security
vulnerabliities - as well as Interesting new
oppartunities - in the near future. iImagine
never having to use a passwond again; your
bank would simply recognize It's you after
typing a few sentences. The downside Is
that If your behavlior is observable, at some
point It will become repeatabie, too.

WATCHLIST

BloCatch; CrossMatch; ThreatMetrix; Elec-
: Worla Privacy

tronic Frontier Foun
Forum; American Civli Liberties Unlon;
tanks.

TERM IMPAC T

LONGER-

HIGH DEGREE OF CERTAINTY
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ACT
NOW

LOW DEGREE CERTAINTY

IMMEDIATE IMPACT

Wo're shodding dada ju=t by virtuw of baing alive
in 2018



Near-Horizon Developments

Universal Genetic Databases

e Rush to buy/ house our genetic data

e Structure biometric data: easy search

e 3rd parties using biometric data
without our consent

e Some countries want to create

universal genetic databases to track

citizens



Near-Horizon Developments

Miquela Sousa - Synthetic Content
e 1.6 m Instagram followers

e 19 years old

e Brazilian-Spanish heritage

e Singer-songwriter

e Model (Prada, Calvin Klein)




Near-Horizon Developments

Detailed Mapping - Amazon

e Capturing individual weeds, texture on pavement
e Detail within millimeters

e Generating virtual environments for testing




Near-Horizon Developments
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United States: Vulnerabilities

Private sector prioritizes speed over safety.

New platforms don’t necessarily meet established regulatory definitions.

Synthetic content manipulating strategic allies, decision makers.

Evolution of Plls to PDRs.
New battlefield fronts: grocery stores, bathrooms.

US government has not prioritized Al outside of future of work initiatives

US government will never move at the speed of technology

Breaking up “big tech” could cause critical security problems downstream. -



China: Assessment

Baidu, Alibaba and Tencent: Loyal to the CCP

President Xi has consolidated power. Virtually no data restrictions.

China’s government is funding Al at significant rates.

Beijing has a strong national strategy and PoV for critical technologies,
including Al.

State initiatives: Thousand Talents Program; Belt & Road Initiative

Chinese specialty companies are best-in-class: SenselTime, Huawei, ZTE

China is a militaristic, diplomatic and economic pacing threat to the US
and allies.




Near-Horizon Developments

Senselime - Computer Vision

e Best-in-class computer vision
e Face, posture, gait
e Object recognition: roads

e Building sensors for Honda




Near-Horizon Developments

Universal Genetic Databases

e Rush to buy/ house our genetic data

e Structure biometric data: easy search

e 3rd parties using biometric data
without our consent

e Some countries want to create

universal genetic databases to track

citizens



China: Strengths

One-third of the world’s population lives under authoritarian rule.

Early success with Social Credit Score: millions now under restrictions.

Chinese tools enables surveillance, censorship, cyberattacks, biometric data
attacks, restricting connectivity

China does not need contiguous territory to build a coalition.

Billions of people under a "One China” economic model could cripple the US
and allies.
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Recommendations For This Group

e SYSTEMS LEVEL EVOLUTION -=> Broaden concept of US military readiness:
future wars will be economic in nature, fought in code.

e VISION - Broaden the scope of research to include 10 Sources of Disruption.
Confront deep uncertainty in Al; also Al as it relates to other areas of
development: genomics, space, autonomous transit.

e STRATEGIC - DoD should model opportunity as well as risk, to better
understand private sector motivations and decisions.

e TACTICAL - Develop a next-gen ROTC program: Al, game theory, economics

e TACTICAL - DoD should develop meaningful, friendly relationships with tech- o
sector. m
il



Broader Recommendations

e Evaluate China holistically; understand the connections between strategic
initiatives and newly-forming alliances. Do not count emerging markets out.

e Formation of an international coalition: Global Alliance on Intelligence
Augmentation (GAIA). Economic sanctions are drivers.

e Reinstate the Office of Technology Assessment or build something new.

e Shift budget priorities within congress to include basic research.

e Prepare now for next-gen cyber attacks, especially cloud.
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TALKING

WHY TODAY'S FRINGE IS

TOMORROW'S MAINSTREAM
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How the Tech Titans
& Their Thinking Machines

Could Warp Humanity
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