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Requirements for Information Forces

* The requirement for Information Forces has been building for some time
» Information Operations Roadmap — 2003
» Information Operations Reviews — 2003, 2009, 2011, 2014, 2016, 2019
* DoD Strategy for Operations in the Information Environment — 2016
* Information added as a joint function — 2017
» Joint Concept for Operations in the Information Environment — 2018
* GAO Report, “Information Operations: DOD Should Improve Leadership and Integration Efforts™ 2019

 National Defense Authorization Acts

» This brief brings together findings from two separate efforts
* RAND Report, “Improving Intelligence Support for Operations in the Information Environment”

/ « JFQ Article, “The Evolution of Special Operations as a model for Information Forces”
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There are Many Stovepipes Within the Information Community
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Acquisition and
Sustainment

Source: GAO-21-525T, 2021

USD for
Intelligence and
Security

MILDEC and
OPSEC

USD for Policy

CO, 10,
MISO

ASD for Special
Operations and
Low-Intensity
Conflict

MISO (delegated)

ASD for Homeland
Defense and Global
Security

CO (delegated)

DASD for Special
Operations and
Combatting
Terrorism

IO (delegated)

EW - Electromagnetic Warfare

CO - Cyberspace Operations

10 - Information Operations

MISO — Military Information Support Operations
MILDEC - Military Deception

OPSEC - Operations Security

Army DOTMLPF-P Functional
Process Responsibilities

Commander, U.S. Army Special Operations

Civill Affairs Center of Excellence

Commander, U.S. Army Cyber Center of

Cyber Operations Excellence

Commander, U.S. Army Cyber Center of

Electronic Warfare
Excellence

Commander, U.S. Army Combined Arms
Center

Information
Operations

Commander, U.S. Army Intelligence Center

Intelligence
g of Excellence

Commander, U.S. Army Combined Arms

Military Deception Center

Commander, U.S. Special Operations Center
of Excellence

Military Information
Support Operations

Commander, U.S. Army Combined Arms

Operations Security Center

Public Affairs Chief, Public Affairs

Source: Army Regulation 5-22 The Army Force
Modernization Proponent System, 2015
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Invest, conduct and support this important

mission
Report and Research Brief were released in
/ December 2020 can be found at -
RAND https://www.rand.org/pubs/research_reports/RR31
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Bottom Line Up Front

 Theintelligence and information communities are beset by challenges that impede close
coordination

* The greatest friction point between these communities is over whose responsibility it is to
collect and conduct the analysis necessary to support Operations in the Information
Environment (OIE)

« We identified six types of challenges that hinder support for OIE and four ways to improve
support

* The responsibility for fixing these challenges falls equally on both intelligence and
information professionals
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Challenges to Improving Intelligence Support to OIE

o Lack of mutual
understanding,
underdeveloped
or nonexistent
relationships, and

immature or
absent shared
processes
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+ Challenges stem
from tensions
over who should
be responsible for
staffing decisions

and information
fusion, and
expectations
regarding analytic
rigor

+ Gaps in the skills

and knowledge
necessary for
effective analysis
of the IE are
largely a result of
shortfalls in
training and
education

« Challenges stem
from a failure to
sufficiently
prioritize
intelligence and
|0 integration of
the IE

Requirements
could be met but
are not because
resources are
allocated
elsewhere

« New concepts

have been
disseminated at
both the joint and
service levels,
accompanying
doctrine is being
written

« When doctrine

and concepts are
in a state of flux,
practice
inevitably lags

e Rules and

oversight
mechanisms that
apply to the
intelligence
community may
have implications
for open-source
intelligence
collectionin
support of OIE

40 distinct issues which were coded into multiple categories (see the full report)



Four Approaches to Improving Intelligence Support to OIE
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Who should be responsible for fixing the identified issues?

12

10

0
Improve Process Prioritize Support Training and Allocate Personnel
Education
_/ — CpSEIems s m Intelligence Other Organization or Entity

RAND Information Environment
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Key Findings

 The information community needs to work to increase understanding and awareness of
operations in the information environment (OIE) within the intelligence community to bring

about improvements in how these operations are planned and conducted

« Challenges to meeting the intelligence needs of OIE fall into six categories: coordination
and collaboration, division of labor, missing expertise, prioritization, gaps in concepts or

doctrine, and intelligence authorities

* Intelligence and information professionals need to work together to address these

challenges; this is a two-side problem that requires a two-sided solution

« Potential solutions will require improving processes, prioritizing support for OIE and
associated capability integration, expanding training and education opportunities for

personnel involved with OIE, and allocating personnel appropriately
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The Evolution of

Special Operations
as a Model for

Information Forces

What can the history of SOF teach us

about the future of information forces?
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The History and Evolution of Special Operations Forces

« The history of SOF was a boom-and-bust cycle, where forces developed and were valued during periods
of conflict, then neglected and allowed to wither

«  SOF were the responsibility of the services, but service priorities always trumped SOF needs

«  SOF lacked MOSs, clear career progressions

«  SOF suffered from being of “precarious value” to the services

« Aseries of high-profile catalysts prompted congressional intervention

« The 1983 catastrophe at Desert One, misuse during Urgent Fury in 1983

« 1986 Nunn-Cohen Amendment and subsequent legislation put in the structure present today

« Established USSOCOM, ASD SO/LIC, and MFP-11
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OOOOOOOOOOO



Many Parallels Between Contemporary Information Forces and
Historical SOF

* Information Forces feel a lot like pre- Nunn-Cohen SOF
« Not a coherent force (see earlier “stovepipe” slide)
«  Career fields disaggregated; career trajectories unclear
Do not have an institutional home, nor do they have a single unified policy champion or advocate
«  Suffer from a lack of resources, low priorities for personnel

«  Suffer from being of “precarious value”
«  BUT, some notable differences: lack of a shared identity (all SOF are commandos), lack of catalytic failures
 Following a SOF model could be one way to increase DOD’s effectiveness in OIE

« It would be better to get there without the catastrophes or the acrimony
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Lessons for Information Forces from the SOF Model

« Information forces need a unified organizational home

« Could be a new command like (USSOCOM), or could be an existing command re-branded and re-

missioned

«  Could centralize training, personnel and careers, advocacy, etc.

* Need a high-level dedicated advocate, like ASD/SO-LIC
«  This could be the PIOA or something like it

 Need an independent funding stream, protected from re-prioritization by the services

- MFP-12?
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