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Numerous Reports Document Growing 
Propaganda Threat from Russia, China and Iran 



Scholars have offered a litany of 
recommendations for countering 
foreign propaganda

This study used a 
”systematic review” 
approach to code and 
analyze these 
recommendations



Revise Platform PoliciesWe systematically searched for think-tank reports that 
offered recommendations on Russian propaganda

46 studies qualified for review

Most studies focused on propaganda, were published in 
2018/19 and originated from U.S based institutions  



Platform policies

Government Policies

Coordination Policies

Awareness/Education

Support for Media

We Identified 5 Categories of Recommendations



Platform Policies



Improve detection/removal of inauthentic 

content (26 studies)

Revise advertising policies (16)

Improve user privacy controls (10)

Adjust the algorithms (8)

Revise membership policies (5)

Improve information sharing among 

platforms (4)
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Government Policies



Support at-risk countries (13 studies)

Deterrence (12)

Implement Sanctions (12)

Improve Intelligence (12)

Improve info dissemination & public 

diplomacy (10)

Improve cyber policy & capabilities (10)

Create national strategy (4)

Government Policies

4) Improve Intelligence Strengthen IC ability to detect and 
respond to disinformation threats by... -Bolstering its open-
source capabilities -Investing in AI/ML -Improving social media 
monitoring -Declassifying intel on foreign actors
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Coordination



Interagency (15 studies)

Inter-government (14)

Public Private (12)

Civil Society (12)

Improving Coordination
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Awareness & 
Education



Media Literacy (24 studies) 

Public warnings about propaganda (19)

Fact Checking (14)
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Support Media



Support Journalism (14 studies) 

Support Foreign Broadcasts (11)

Support Online Content Creators (6)
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USG works to support overseas allies & has levied sanctions 
but has struggled in developing a coherent deterrence 
policy; A counter-propaganda strategy is noticeably absent

Platforms have made significant strides in fight against 
propaganda but more is needed 

Conclusions & Current Status

Only 14 states have mandated media literacy education into 
school curriculum
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Questions?

National Security Research Division

Todd C. Helmus 
helmus@rand.org


