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Numerous Reports Document Growing
Propaganda Threat from Russia, China and Iran
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olars have offered a litany of
commendations for countering




We systematically searched for think-tank reports that
offered recommendations on Russian propaganda

46 studies qualified for review
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We ldentified 5 Categories of Recommendations

Number of Reports Coded for Each of the Major Categories of Recommendations

Platform policies
Government Policies
Coordination Policies
Awareness/Education

Support for Media
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Revise Platform Policies

Improve detection/removal of inauthentic

content (26 studies) ©

July 2021 Coordinated Inauthentic Behavior Report - About Facebook
We’re sharing information about the two networks we removed in July
as part of our regular CIB reports.

about.fb.com



Revise Platform Policies

Improve detection/removal of inauthentic

content (26 studies) = Honest Ads Act TR
Revise advertising policies (16) v sty potcaan”
. Reveal the true Restrict First
Improve user privacy controls (10) Voot g (R Amenapen
Adjust the algorithms (8) Vi o et

ReVISe memberShlp pO“CIes (5) Honest Ads Act — Know Your Advertiser

The proposed Honest Ads Act in the U.S. aims to prohibit political
advertising by foreign nationals and reveal the true source of funding ...

Improve information sharing among Hoifbamco

platforms (4)



Revise Platform Policies

Improve user privacy controls (10)

X
Privacy Checkup

+ © 8

We'll guide you through some settings so you can make the right choices for your account.
What topic do you want to start with?

Who can see what you
share

Your data settings on
Facebook

@

How to keep your account How people can find you on
Facebook

Your ad preferences on
Facebook




Revise Platform Policies

Adjust the algorithms (8)

How Facebook got addicted to spreading misinformation

The company’s Al algorithms gave it an insatiable habit for lies and hate
speech. Now the man who built them can't fix the problem.
technologyreview.com



Revise Platform Policies

Improve detection/removal of inauthentic
content (26 studies)

Revise advertising policies (16)

Create your account

Name

Improve user privacy controls (10)

Email

Adjust the algorithms (8)

Revise membership policies (5)

Date of birth

Improve information sharing among

platforms (4)

This will not be shown publicly. Confirm your own age, even if this account is for




Platform Policies

GIFCT

Global Internet Forum
to Counter Terrorism

GIFCT | Global Internet Forum to Counter Terrorism
The Global Internet Forum to Counter Terrorism brings together the

| m p rove | nfO m at|0 NS h d r| N g amon g technology industry, government, civil society, and academia to foster...
gifct.org

platforms (4)
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ESTONI

Government Policies LATVI
A
Support at-risk countries (13 studies) SITHOANI

Kaliningrad
(RUSSIA)

Russian Social
Media Influence

Understanding Russian Propaganda
in Eastern Europe



Government Policies

Support at-risk countries (13 studies)
Deterrence (12)
Implement Sanctions (12)

Improve Intelligence (12)

Improve info dissemination & public

diplomacy (10)

Biden wants Putin to behave. So why not go after his money?

I m p rove Cy b er po | |Cy & ca pa b | | |t | es ( 10) Kremlin critics say the U.S. president needs to do more than take
incremental measures. But insiders warn that aiming for Putin’s ...
politico.com

Create national strategy (4)



Government Policies
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Improve Intelligence (12)
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Practical Open Source Intelligence Methodology
What is OSINT?
medium.com



Government Policies

Support at-risk countries (13 studies)
Deterrence (12)

Implement Sanctions (12)

Improve Intelligence (12)

Improve info dissemination & public
diplomacy (10)

Improve cyber policy & capabilities (10)

Create national strategy (4)

Countering Russia ’
and Chinese
Cyber-Aggression

Prospects for Transatlantic
cooperation

Franklin Holcomb




Government Policies

Create national strategy (4)

NATIONAL STRATEGY

for

e

of the United States of America

OCTOBER 2018







Improving Coordination wxucov

Interagency (15 studies)

NATIONAL SECURITY COUNCIL

The National Security Council (NSC) is the President’s principal forum
for considering national security and foreign policy matters with his or
her senior advisors and cabinet officials. Since its inception under
President Truman, the Council’s function has been to advise and assist
the President and to coordinate matters of national security among

government agencies




Improving Coordination

EXCELLENCE

solutions mapping

Inter-government (14)
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Improving Coordination

Interagency (15 studies)
Inter-government (14)
Public Private (12)

Civil Society (12)




Improving Coordination

Civil Society (12)

by Unknown Author is licensed under


http://www.rexchimex.com/2016/07/ideal-civil-society-and-features.html
https://creativecommons.org/licenses/by/3.0/
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]
Shrs-Q
Awa re I I e S S & E d u C a t I O I . When you encounter a source that you're not sure can be trusted,
check multiple sources to verify credibility. Advice from “a friend

of a friend" or unspecified "experts" may not be reliable.

Consult multiple sources:
verify then trust

Media Literacy (24 studies)
Public warnings about propaganda (19)

Fact Checking (14)

0w = Russian
pre P “"  Propaganda
Hits Its Mark

Experimentally Testing the Impact of
Russian Propaganda and Counter-Interventions




Awareness & Education

Public warnings about propaganda (19)

Y Public Service Announcement |

FBI & CISA

During the 2020 election season, foreign actors and cyber criminals are spreading false and
inconsistent information through various online platforms in an attempt to manipulate public
opinion, discredit the electoral process, and undermine confidence in U.S. democratic
institutions.

RECOMMENDATIONS

e Seek out information from trustworthy sources, verify who produced the content, and
consider their intent.

« Rely on state and local election officials for information about voter registration
databases and voting systems.

e View early, unverified claims with a healthy dose of skepticism.

¢ Verify through multiple reliable sources any reports about compromises of voter
information or voting systems, and consider searching for other reliable sources before
sharing such information via social media or other avenues.

« Report potential election crimes—such as disinformation about the manner, time, or
place of voting—to the FBI.

o If appropriate, make use of in-platform tools offered by social media companies for
reporting suspicious posts that appear to be spreading false or inconsistent information
about voter information or voting systems.




Awareness & Education
gropes

Snopes.com
The definitive Internet reference source for urban legends, folklore,
myths, rumors, and misinformation.

Fact Checking (14) i

o

This Page has repeatedly shared
false information.

Independent fact-checkers said the
information is false. Learn More

Follow Page Anyway




Support Media

ON AIR




Support Media

Support Journalism (14 studies)
Support Foreign Broadcasts (11)

Support Online Content Creators (6)




Support Media

Support Foreign Broadcasts (11)

CURRENT
TIME
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Support Media

Support Journalism (14 studies
Support Foreign Broadcasts (11)

Support Online Content Creators (6)

ELMUS, KRYSTYNA MARCINEK,

ING, DANIELLE SCHLANG, RYAN ANDREW BROW!

Tweeting Out Surveys to
Pro-Ukraine Influencers

Exploring the Potential for Enlisting
Support in the Information Fight Against

Russia

krainian populations that speak the Russian language or hold Russian heritage might be

appealing targets for Russian propaganda. Previous RAND Corporation rescarch from
2018 analyzing Russian-language Twitter feeds ing from Eastern Europe identified
two large and influential communities: one group of seemingly “pro-Ukraine activists™

who oppose Russian influence and support Ukrainian democracy and another group of scemingly

“pro-Russia activists” who disseminate Russian social media content and oppose an independent

KEY FINDINGS

Ukraine. At the time,
RAND researchers

ded that
W This study used Twitter i to solicit survey participation from the kst dud ekt
most-influential members of pro-Ukraine and pro-Russi ities of Twitter work to

users identified in an analysis of 25 million Russian language tweets emanating from
Eastern Europe.

Survey results suggest that pro-Ukraine activists are eager to counter Russian
influence. Large percentages of respondents reported using Twitter to help.
counter Russian influence, and they take this activism to other social media
accounts and offline channels, including talking to family members o friends
and—to alesser extent—participating in advocacy groups.

At least half of the sample raported being open to receiving additional social media
training, and most did not seem opposed to taking this support from the European
Union, United States, or Ukraine. However, a hypothetical agreement to receive fund-
ing or participate in training does not mean that participants actually would do so.

Following a brand model would help connect i 2 with
training and content. This model would involva reaching out, building an initial
relationship, and establishing trust with these activists. It might b possible to help
such users join together to advocate for a unified and democratic Ukraine, increase
awareness of particular Russian influence campaigns, disseminate memes or video
content addressing meda literacy, or identify Russian bots and trolls.

enlist the pro-Ukraine
activists in efforts

to counter Russian
propaganda.

The study outlined
in this report used
Tiwitter advertise-
ments to solicit survey
participation from
the most-influential
members of this
pro-Ukraine activist
community, influen-
tial members of the



Conclusions & Current Status

Platforms have made significant strides in fight against
propaganda but more is needed

USG works to'support overseas allies & has'levied sanctions, .

i '‘butthas struggled in develop'-i”n’gai»coherﬁent deterrence’:
policy; Arcounter-propaganda:stratégy'is noticeably absent

Only 14 states have mandated media literagy education into
school curriculum
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