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Abstract

This article considers the prospect and potential of genetic warfare.
Drawing on expert interviews and fieldwork, it begins by detailing how
the recent and anticipated innovations in synthetic biology, artificial intel-
ligence, and nanotechnology solve the weaponization, delivery, and preci-
sion problems that had previously made biological weapons impractical.
'The article then considers how states and non-state actors may develop
and use genetic weapons, with a focus on the problem of secrecy. Under-
lying whether to reveal or conceal genetic war capability is a trade-off
between strategic surprise and deterrence. Actors requiring deterrence are
likely to reveal genetic military capability. With the only rivaling source of
deterrence being nuclear weapons, nonnuclear states and non-state actors
are more likely to make public their genetic weapons capability than nu-
clear states. The question of whether to use genetic weapons covertly or
openly also entails a trade-off. Covert use confers strategic and tactical
benefits, whereas the benefits of unrestricted use are primarily psycho-
logical. Terroristic, genocidal, and apocalyptic regimes and non-state ac-
tors may use genetic weapons openly, but most would likely opt for covert
genetic warfare.
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thetic biology, artificial intelligence (AI), and nanotechnology are

hastening the prospect of human evolution catching up with shifting
cultural preferences.! The capacity to modify itself by environmental de-
mands may enable the so-called Homo deus to survive and thrive despite
the many possible impediments.? However, the revolutionary technologies
may also usher in human extinction.

In making his case for reelection in 2012, Vladimir Putin predicted that
nuclear weapons would, over the next half a century, become eclipsed by
“fundamentally new instruments for achieving political and strategic goals.”
'The future of warfare, he said, is “based on new physical principles,” includ-
ing “genetic” science. The new weapons would be “as effective as nuclear,”but

I s the genome becoming a new domain of warfare? Innovations in syn-
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“more ‘acceptable’ from the political and military perspective.” Then came a
construction boom at over two dozen institutes that had previously com-
prised the USSR’s biological and chemical weapons establishment.®

'The US security establishment is also beginning to take the promises
and perils of the biotechnology revolution seriously, and there have been
calls for a national strategy.® The US intelligence community’s (IC) 2016
worldwide threat assessment singled out genome editing: “Research in
genome editing conducted by countries with difterent regulatory or ethi-
cal standards than those of Western countries probably increases the risk
of the creation of potentially harmful biological agents or products.”” The
IC predicted, however, that researchers will “continue to encounter chal-
lenges to achieve the desired outcome of their genome modifications, in
part because of the technical limitations that are inherent in available ge-
nome editing systems.”®

'The Imperiale Framework—developed by the National Academies of
Sciences, Engineering, and Medicine in 2018 at the behest of the US
Department of Defense—offers the latest, most complete assessment of
the hierarchy of probable biological threats. It begins by noting that the
scientific advances of the past two decades have expanded what is possible
in creating new weapons while also making them more quickly available
and more widely accessible.” The Imperiale Framework identifies three
capabilities warranting the most concern at present: recreating known
pathogenic viruses, making existing bacteria more dangerous, and making
harmful biochemicals via in situ synthesis. The first two rely on technology
that is easy to use and highly accessible; the novelty of the third makes
preventing and recognizing an attack particularly difficult.!

'This article explores the prospect and potential of genetic weapons, or
genetically engineered bioweapons. It begins by surveying the recent tech-
nological developments that make genetic weapons possible. These include
vital advancements in synthetic biology, Al, bioinformatics, nanotech-
nology, and robotics. These advancements make genetic weapons poten-
tially at least as dangerous as nuclear but as accessible as cyber weapons.

It then considers how states and non-state actors may develop and use
genetic weapons, specifically regarding secrecy. The recent COVID-19
pandemic triggered fears and high-level, questionable accusations of co-
vert biological warfare.!! The response suggests that even if the worry is
unwarranted in the COVID-19 case, questions about the covert capability
and use of bioengineered weapons are likely to surface in policy, politics,
and popular culture over the decades to come. Regarding genetic weapons
capability, this article proposes that the choice to reveal or conceal involves
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a trade-off between strategic surprise capability and deterrence. Conse-
quently, actors seeking to deter rivals—be it from an offensive attack or
retaliation—would likely reveal genetic military capability. Such is espe-
cially the case when these actors do not already possess the only rivaling
source of deterrence: nuclear weapons. Nonnuclear states and non-state
actors would, therefore, be most likely to make public their genetic weap-
ons capability. The actors most likely to conceal it are nuclear states.

The question of whether to use genetic weapons covertly or openly also
entails a trade-off. Covert use confers strategic and tactical benefits, such
as tactical surprise, plausible deniability, and versatility. The benefits of
unrestricted use are primarily psychological and symbolic.!? Consequently,
those seeking genetic weapons’ psychological or symbolic benefits would
be most likely to use genetic weapons openly. This category comprises
terroristic, genocidal, and apocalyptic regimes and non-state actors.!3
Others would likely opt for covert use.

Technologies of Genetic Warfare

Biological weapons have been dubbed “a failed military innovation.”*

'The United States and USSR researched and produced them during the
Cold War but did not use them.!> With a few horrific exceptions, modern
states have not turned biological agents into weapons of choice.1®

Experts widely regard biological weapons as “inefhicient, unpredictable,
and more likely to harm their users than their intended targets.”!” Effec-
tive use requires overcoming three sets of obstacles. The first is that of
weaponization or turning a biological agent into a working weapon. Here
arise questions of availability, infectivity, casualty effectiveness, immuniza-
tion, and therapy.!® That is, is the agent capable of producing an infection
that would interfere with the target’s normal activities in the desired way
and against which the target is defenseless?

The second set of obstacles concerns the agent’s delivery. Here arise
questions of resistance, epidemicity, and detection. How will the agent
reach the target? Can it maintain its virulence outside of the lab by with-
standing destructive environmental conditions, such as the ultraviolet ra-
diation of sunlight? Will it mutate? How will it spread from host to host?

Finally, there is the question of precision. Biological weapons have seen
minimal modern battle mainly because they are indiscriminate, affecting all
exposed to them.! Targeting and blowback (“retroactivity”) are as critical
as those of weaponizability and delivery. Could the biological agent be used
selectively against a specific target? Could it backfire against those using it?

8 STRATEGIC STUDIES QUARTERLY & FALL 2021



The Technologies and International Politics of Genetic Warfare

Some have been understandably circumspect about the potential of the
recent advances in biotechnology to cause serious threats. For example,
Sonia Ben Ouagrham-Gormley highlights unpredictability as a signifi-
cant problem in processing and handling any biomaterials, which “evolve,
are prone to developing new properties, and are sensitive to environmental
and handling uncertainties.””® Weapons relying on biomaterials will, she
argues, always be “captive to the complexity of living systems, and despite
the progress made in understanding their functions and composition, the
process of creating and maintaining viable organisms still retains a great
deal of mystery.”?! The complexity of living systems can be both a chal-
lenge and a potential benefit to keeping organisms viable. The recent ex-
perience with the mutating coronavirus has demonstrated what Charles
Darwin observed in Origin of Species (and Jeff Goldblum reaffirmed in
Jurassic Park): life finds a way. A virus that can survive contact with the
human immune system can better mutate to avoid the immune response.
Among the other challenges to progress previously identified in the litera-
ture are software development and management of large data sets, and
social and economic factors, such as organizational pathologies and mar-
ket failures.?? The National Academy of Sciences lists several bottlenecks
to synthetic biology-enabled capability, but it also predicts that some of
them “will likely widen and some barriers will be overcome.”? In other
words, science finds a way.

The following explains how emerging technologies are enabling state
and non-state actors to overcome the traditional impediments to biological
warfare. It identifies some of the existing challenges and the breakthroughs
that suggest that overcoming these challenges is only a matter of time.

Weaponizability

Biological weapons do not require genetic engineering. However, the
new techniques for changing an organism’s genetic makeup open the
possibility “to develop—either deliberately or accidentally—pathogens
with enhanced transmissibility or lethality, including entirely new kinds
of biological agents and toxins.”** Neither engineering existing living
organisms nor creating novel ones would be possible, however, without
the “super-exponential growth” in genomic data generation over the past
decade due to advances in sequencing technologies, bioinformatics, and
artificial intelligence.?

The global leader in DNA sequencing is China. In 2010, BGI (formerly
the Beijing Genomics Institute and now a Shenzen-based firm) purchased
128 of the world’s fastest sequencing machines, gaining more than half the

STRATEGIC STUDIES QUARTERLY & FALL 2021 9



Yelena Biberman

global capacity for decoding DNA.% Its stated goal is to sequence the ge-
nomes of one million people, one million plants and animals, and one mil-
lion microbial ecosystems.?” Other successful sequencing companies in-
clude Beijing-based Novogene, founded in 2011 by a former BGI executive.
Genomics research is characterized by a culture of open access sharing
of large-scale DNA sequence data, a legacy of the Human Genome Proj-
ect.?® The exponentially increasing volume of genomic data is prompting
initiatives to make the data more accessible.?” Even data storage is being
pursued genetically. In a study published in 2017, researchers efficiently
encoded onto a speck of DNA information such as an entire computer
operating system, a film, a $50 Amazon gift card, and a computer virus
and then successfully retrieved all the digital content. The process is still
costly, but the study revealed that “DNA has the potential to provide
large-capacity information storage”—millions of megabytes of informa-
tion could be stored in a single gram of DNA.3°
Making the plethora of genomic data legible is Al, which uses computer
systems to do what previously required human intelligence.*! For example,
the artificial neurons of a group of algorithms known as “deep learning”
make accessible to humans vast and complex data sets.>? The tools and
techniques for the analysis, storage, and distribution of genomic data (i.e.,
bioinformatics), especially when combined with artificial intelligence, also
enable simulation that could be used to optimize genomic weaponization.
In 2015, CRISPR (clustered regularly interspaced short palindromic
repeats) ushered a “huge revolution” in gene editing by “effectively
democratiz[ing] the technology so that everyone is using it.”** It is now
allowing researchers to cheaply and quickly change the DNA of almost
any organism, including human.3*The CRISPR technique relies on a class
of enzymes (called “Cas” for “CRISPR-associated,” Cas9 in particular)
that uses a guide RNA molecule to pinpoint its target DNA that then
edits the DNA to disrupt genes or to insert desired sequences. Research-
ers typically need to order only the RNA fragment, as the other compo-
nents can be bought off the shelf. The total cost of gene editing is as little
as $30,and the technique is even taught in middle-school science classes.®
CRISPR’s affordability, availability, and ease of use increase the prospects
of its misuse “not only by a malicious actor but also through accident.”¢
Technologies such as CRISPR are, as the US intelligence community’s
2016 worldwide threat assessment put it, “almost always dual-use” and “dif-
fuse rapidly around the globe.”” And research is gradually overcoming its
technical limitations. In 2015, the first human embryos were genetically
engineered using CRISPR.3® Efficiency was low, some cells were altered
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while others were not within the same embryo, and “oft-target” mutations
were observed. However, in just two years, these problems were largely
overcome. Scientists repaired a severe disease-causing mutation by success-
tully editing genes in human embryos. In the ensuing embryos, all cells
were mutation-free, and there was no evidence of off-target mutations.>’

In 2020, the United States turned to CRISPR to battle the SARS-
CoV-2 coronavirus causing the COVID-19 disease. The Food and Drug
Administration granted its first “emergency-use” approval for a corona-
virus test involving CRISPR, selected for its ability to detect (and signal
with fluorescent glow) SARS-CoV-2 genetic material from a nose, mouth,
or throat swab in about an hour.*’

'The CRISPR approach is relatively simple and widely accessible, but
applying it successfully to accomplish a specific change in an organism is
still a work in progress. An analogy is word processing on a computer. It is
easy to edit a document but very difficult to generate a novel. The latter
still takes unique expertise and experience.*! It is not easy to obtain, main-
tain, and successfully propagate living organisms. It is harder still to figure
out what DNA to change and how to accomplish a specific change in the
function of an organism. The CRISPERed human embryos edited out
genetic diseases, but it took decades to identify the exact genetic muta-
tions causing them. They were all relatively simple genetic mutations and
disorders. Most biological traits have a more complex genetic basis. Even
if a simple pathogen is selected and made more virulent or weaponized, it
is still challenging to scale up production and mass produce.

Genetic editing is not the only route to weaponization, however. An
infectious agent can be synthesized. Its DNA can be created from scratch
using chemical precursors and then inserted into a host cell where it can
“come alive.”*? In 2002, a team of researchers from the State University of
New York at Stony Brook synthesized an artificial poliovirus from
scratch.® They obtained the virus’s genetic sequence online; ordered small,
tailor-made DNA sequences; and combined them to reconstruct the com-
plete viral genome. They then added a chemical cocktail to bring the syn-
thesized DNA to life. Such a method could synthesize other viruses with
similarly short DNA sequences, such as Ebola.

The field of synthetic biology, which involves “selectively altering the
genes of organisms to make them do things that they would not do in their
original, natural, untouched state,” is advancing rapidly.** It essentially treats
biological systems as computers—as “programmable manufacturing sys-
tems’—by “making small changes in their genetic software” to “effect big
changes in their output.”® A variety of genetic engineering strategies are
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now available to “increase control” over genetic interactions, such as pleiot-
ropy (a single gene having more than one, seemingly unrelated, effect).*

Delivery
In 1963, the CIA tried to assassinate Cuban leader Fidel Castro with

biological weapons. The unwitting assassin was American lawyer James
Donovan (notably played by Tom Hanks in the Oscar-nominated movie
Bridge of Spies). Donovan was conducting the first-ever secret negotiations
with Castro and planning to give him a scuba diving suit as a confidence
builder. The CIA planned to contaminate the scuba suit and the accompa-
nying breathing apparatus with Madura foot fungus (causing a chronic
skin infection) and tuberculosis bacteria. However, the plot was shelved
when an agency insider alerted Donovan to possible CIA tampering.*’

Arranging for a biological warfare agent to be absorbed through (or
injected into) the target’s skin is, as the case of Castro shows, a logistical
nightmare. Even if such a delivery method may be effectively used for
assassination, it is unlikely to be used to cause mass casualties.

Biological warfare agents can be disseminated in several other ways.
Aerosol sprays disperse airborne germs as fine particles. However, they
require the target to breathe a sufficient quantity of the particles into the
lungs. Many toxins lose their toxicity when aerosolized as well as when
the aerosol cloud enters the atmosphere. A sudden change in wind direc-
tion may also impair the entire operation. On four separate occasions, the
Japanese religious cult Aum Shinrikyo (“Supreme Truth”), notorious for
its 1995 nerve gas attack, attempted to spray a bacterial agent over Tokyo.
Despite its “impressive resources, dedicated personnel, and high motiva-
tion,” none of the efforts succeeded, illustrating that it is “far more difhi-
cult to carry out a deadly bioterrorism attack than has sometimes been
portrayed.”*® Aum carried out its attacks during the summer, with sun-
light and smog likely degrading the bacterial agent. One of the attacks
was during a rainy month, so the aerosolized particles were likely washed
out of the air.*’

Another bioweapons delivery mechanism is explosives, whether artil-
lery, missiles, or detonated bombs. The explosives method is even less ef-
fective than aerosols because the blast destroys about 95 percent of the
disease-causing agent. Deadly agents can also be put into food or water.
'The logistics are a significant limiting factor here as well. Contaminating
a city’s water supplies, for example, requires “an unrealistically large”
amount of an agent.>”
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Delivery problems have made biological weapons tactically unappeal-
ing.>! Effective delivery requires the deadly agent to reach its target. Doing
so requires a robust agent and a reliable delivery mechanism. New tech-
nologies are enabling both.

Most bacterial and viral agents struggle to maintain their virulence
when confronted with common environmental factors, such as sunlight
and humidity, and high temperatures or radical temperature changes.
They also evolve and mutate. Genetic instability is typical for micro-
organisms. With increased transmissibility often comes reduced viru-
lence. Production of virus molecules involves passage through host or-
ganisms. As the virus is not subject to any evolutionary pressure to
maintain virulence during this scaling-up process, it tends to accumulate
mutations that generate an attenuated strain. Similarly, bacteria cultured
in laboratories tend to lose virulence.2

Gene editing and synthetic biology research are making strides in over-
coming the problem of genetic instability. A study published in 2019 pre-
sented a new system, CRISPR-BEST. It created mutations in actino-
mycetes (bacteria that produce a wide variety of industrially and medically
relevant compounds) without creating genetic instability and forcing them
to rearrange and even delete large parts of their chromosomes.>® Synthetic
biology is also increasingly embracing genetic instability rather than try-
ing to suppress or compensate for it. With improved understanding, it is
expected to design devices that incorporate genetic instability as a parame-
ter.>* Such devices would be “a true frontier in biological engineering.”

When it comes to delivery, nanotechnology can prevail where aerosols,
explosives, and in-person methods falter. Nanotechnology exploits the be-
havior of materials ranging from 1 to 100 nanometers, visible only through
the most powerful microscopes.”® In their suggestions for a new NATO
Strategic Concept, a group of experts (led by former US secretary of state
Madeleine Albright) identified nanotechnology as a “potentially disruptive
development” that could “transform the technological battlefield.””

Nanotechnology offers new delivery possibilities for biological and ge-
netic weapons. In the future, nano-carriers and capsules may transport
small toxins, such as ricin or microbe subunits (e.g., the lethal factor of
anthrax), across otherwise impermeable cell membranes and the blood-
brain barrier. Bioagents’ targeted delivery with nanoparticles is likely to
increase effectiveness and, thus, require less of the agent.>® Nanotechnology
could also enable controlling biological weapons once they enter the body.>

Speculative literature predicts the production of nanoscale robots that
would enter the body and penetrate cells, causing them to act similarly to
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the effects of a biological or chemical weapon.®® Experts also speculate
that, in the future, “insect-like” nanobots could be programmed to inject
toxins into humans.®! No scuba gear required.

The field of synthetic biology encompasses hybrid technology that
combines living and nonliving elements.®? Biological organisms can be
enhanced with nanotechnology, or nanotechnology (e.g., nanobots) can
be enhanced with biological elements. This includes technology-enhanced
organisms (or viruses) at one end of the spectrum and biologically-
enhanced machines at the other end. Somewhere in the middle, an organ-
ism crosses the line between living and nonliving. The latter would not
have the inherent capacity to mutate, reproduce, and evolve.

Combining genetically engineered DNA wusing CRISPR and
nanotechnology-based vectors for packaging and delivery could help
overcome the inherent liabilities of natural biological weapons. It would
make them more durable, efhicient, and precise. Since they would not be
alive and would not evolve, their behavior would be much more predict-
able and amenable to engineering than living agents would be. Synthetic
biology could be used to create “smart germs” that combine the biological
functions of DNA with synthetic manufacturing, delivery, and targeting
systems that include hybrid biological and synthetic mechanisms. An ex-
ample might be a nanoscale microchip that is ingested or breathed in,
activated by a specific host, that uses a microfluidic chip and engineered
DNA to absorb reagents from the host’s body and manufacture a specific
toxin or pathogen.

Precision

Could a weaponized biological agent be delivered to the intended tar-
get and affect only that target? This is the problem of precision, and, like
the problems of weaponizability and delivery, it had made biological
weapons unreliable. New technologies allow precise or selective targeting
by tailoring deadly agents specifically for a given group or individual.

The idea of using genetic information to target specific groups with
biological or chemical weapons was first publicly aired in 1970 in Military
Review, the US Army’s professional journal. The article considers the
prospect of weaponizing genetic differences—specifically in the activities
of enzymes—between different ethnic groups. That is, certain groups may
be more vulnerable than others to a given naturally occurring agent.®
Written before the age of genetic engineering and biotechnology, the ar-
ticle drastically underestimates what is possible.
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‘There are far more genetic similarities between individuals and human
populations than differences. However, differences exist. This is not be-
cause social categories like ethnicity or race are biological but because
populations differ in the frequencies of some alleles (i.e., marker alleles)
they carry. The differences are a product of microevolution as the human
species spread around the globe and adapted to living in different environ-
ments.®* A case in point is the adaptation to malaria through a high fre-
quency of sickle cell anemia found in populations in West Africa.®

Over time, natural selection spreads across human populations’ genetic
variants, granting resistance to particular infectious diseases. These genetic
variants leave “distinctive, detectable patterns of genetic variation in the
human genome.”®® Also, they “may singly or in combination distinguish
the members of one social group (an ‘ethnic’ group) from another.”®’

Toxin resistance may be among the genetic differences that could be
exploited militarily. In a study published in 2011, researchers exposed an-
thrax bacterium cells from people of African, Asian, European, and North
American descent (whose tissues were taken for a freely available genome
database). Most of the cells fell to the assaults. However, cells from three
people of European descent required hundreds or even thousands more
times as much anthrax toxin to kill them. The researchers traced the broad
range in anthrax sensitivity to regulating a specific gene (CMG2), which
codes for a protein that controls anthrax’s ability to access human cells.®®

Another source of genetic variation is in the noncoding regions of the
human genome. The technique of genetic fingerprinting, which dates back
to the mid-1980s, can be used to identify regions in the noncoding DNA
with a high rate of mutation—the so-called minisatellites. The minisatel-
lites arise from mistakes in replication, and their unique patterns can be
used to identify specific individuals. They can also be used to identify
groups, as patterns of variation between individuals “is characteristic of a
particular group and differs from group to group.”®

Personal genomics companies like 23andMe collect genetic data
through saliva-based, direct-to-consumer genetic testing and have already
raised concerns about the prospect of Google-style data hoarding. A state
or non-state actor could potentially apply the massive computational
power to genomic databases, such as 23andMe and Ancestry.com, to de-
sign agents specific to individuals, a family, or a group.”’ The larger the
group, the less precise the targeting. However, the most vulnerable popu-
lations would be those with minimum genetic diversity due to remaining
mainly in their ancestral geographic regions with little outbreeding or
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those that are genetically distinct even if dispersed. Among such popula-
tions may be Uighurs and Ashkenazi Jews.

One would not need individual genomes. Random DNA samples could
be collected from sewer systems or subway cars, and they would provide an
excellent genetic profile of a population. Coupling algorithms could fur-
ther increase geographic and ethnic specificity for human DNA signatures
(e.g., YES for sequence one, YES for sequence two, NO for sequence
three, etc.) to target people with specific sequences but not others. This
information could then be combined with DNA from the microbiome
(gut) bacteria, which is also very specific in many dimensions. An ingested
agent could sample the microbiome first and, if it is a match, enter the
body and sample the host DNA.

'The same principle could be applied to target crops and farm animals
more efficiently than humans since most crops and farm animals are
cloned or derived from a small group of prime breeders. Biosynthetic
agents manufactured at a nanoscale could be mass-produced and include
a high level of specificity. They would also not be alive, so they would not
reproduce or reproduce only in specific hosts or conditions. These charac-
teristics would limit both collateral and retroactive casualties.

By combining nanotechnology, computational power, and synthetic
biology with Al and robotics, one can imagine a future involving various
types of robots, drones, or satellites that could manufacture and deliver
“smart germs” anywhere in real time.

In 2019, the US Department of Defense advised all military personnel
against using direct-to-consumer genetic tests because they “could expose
personal and genetic information, and potentially create unintended secu-
rity consequences and increased risk to the joint force and mission.””! It
did not specify the unintended security consequences or increased risk.

Private DNA databases with identifying information could be hacked
by (or sold to) malicious actors. Perhaps the Department of Defense wor-
ried that China was among those actors. Since 2017, the Chinese govern-
ment has placed at least one million Uighurs and members of other mi-
nority groups in “prisonlike” detention centers “as part of a campaign to
stop terrorism.””? Hundreds of thousands of them were compelled to
provide blood samples. Using their DNA (and with the help of American
and European firms), the Chinese government is developing phenotyping
technology that would predict someone’s skin color, eye color, ancestry,
and other features. Its current goal is to identify a person’s physical appear-

ance from a genetic sample alone.”3
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Experts worry that the phenotyping technology may be used not just
for surveillance but also to “decide that someone does belong or does not
belong” to a particular race or ethnicity.”* It could also potentially be used
to produce weapons that target individuals or groups based on character-
istics such as skin color or ancestry.

Genetic editing could also enable delayed targeting, such as a particu-
lar group’s or individual’s future generations.”” One possible mechanism
for doing so may be the so-called gene drive. Gene drives allow propagat-
ing new genetic traits into or disabling an unwanted trait within the en-
tire population not immediately but over a few generations. They can
override standard molecular mechanisms of inheritance, thus ensuring
that virtually all offspring inherit a newly engineered trait. The technique
has been used mainly on sexually reproducing species with short life
spans and numerous offspring, such as mosquitos and fruit flies. It would
not work on bacteria or viruses because they reproduce asexually, but
theoretically could be used on humans.”® The Imperiale Framework de-
scribes the use of human gene drives as “impractical” because it relies on
generations of sexual reproduction to spread a harmful trait, thus
“warrant[ing] a minimal level of concern.””’

Delayed targeting could take another form in the future. In 2003, the
CIA requested that the National Academy of Sciences hold a closed
seminar to consider the security implications of the recent and anticipated
advances in genetic engineering. Among the scenarios the panel identified
was a “stealth” virus that could be programmed to infect human cells and
then remain dormant without provoking disease.”® Stealth viruses exist in
nature, with the notorious herpes virus a case in point. Engineered to be
contagious and silently spread through the population years in advance,
they would then “be activated by an internal or external signal and pro-
duce illness in infected individuals.””® Or as one medical expert reckoned,
a threat of activation could be used as blackmail.®® The 2018 National
Academy of Sciences report describes the stealth introduction of an engi-
neered threat into the human microbiome as an area of “medium-high
concern.” Nevertheless, it also points out that, given our “nascent under-
standing” of the human microbiome, any targeted manipulation there
would be difficult to detect or attribute.’!

International Politics of Genetic Warfare

Just one week after the September 11 attacks, letters laced with anthrax
began arriving at media and congressional offices. Coupled with the earlier
revelations about the magnitude of the Soviet and Iraqi biowarfare pro-

STRATEGIC STUDIES QUARTERLY & FALL 2021 17



Yelena Biberman

grams, biological weapons came to be viewed as “one of the key security
issues of the twenty-first century.”®? Two decades later, the specter of bio-
warfare reemerged. With the COVID-19 pandemic came the fear that
“the invisible enemy can hide within our ranks, multiplying in secret, plant-
ing time bombs in our bodies, and all before we know what’s hit us.”3

The fear of secret genetic weapons capability and use is not limited to
malicious non-state actors. In what has been characterized as a sign of “a
new Cold War,”a Chinese foreign ministry spokesman suggested in March
2020 that the US Army may have brought COVID-19 to Wuhan.? The
US secretary of state responded in kind by alleging that the outbreak
originated in a Chinese laboratory.®> All the while, conspiracy theories
about the origins of the disease spread on online platforms. Among them
were the claims that the virus was part of China’s “covert biological weap-
ons program” and that a Canadian-Chinese spy team sent the virus to Wu-
han.® Such undiplomatic exchanges and conspiratorial claims are particu-
larly hazardous in the era of global competition among great powers.%

Biological weapons have always been more accessible than nuclear ones.
However, with genetic engineering increasingly solving the problems of
weaponization, delivery, and precision, Ebola expert Karl Johnson predicts
that “any crackpot with a few thousand dollars’ worth of equipment and a
college biology education under his belt could manufacture bugs that
would make Ebola look like a walk around the park.”88

Predictions about genetic warfare would benefit from identifying the
closest parallels and then adjusting and synthesizing the ensuing models.
Genetic weapons have the destructive potential of nuclear weapons, but
their ease of development is akin to cyber weapons. Both genetic and cy-
ber warfare require inexpensive equipment and only a college-level under-
standing of these fields. Unlike nuclear weapons that demand enormous
engineering expertise, a small team can develop and hone cyber and ge-
netic weapons using common equipment.®’

Dual-use capability is another similarity. Unlike nuclear and chemical
weapons, genetically engineered bioweapons do not require equipment or
materials exclusively tailored to their purpose. This concern was among the
first raised in the US National Security Strategy in 2017.%° As one military
analyst stated, “A nuclear weapons facility has obvious signals to the out-
side world. We can look at it and immediately say, ‘Ugh, that is a nuclear
reactor. However, the technology for conducting biological weapons re-
search is essentially the same as [for] what keeps a population healthy.”"?
Many biological engineering techniques with dual-use potential are holy
grails of medicine. Research journals publish techniques and results inter-
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nationally, publicly, and without consideration for their security implica-
tions.”? Dissemination of this information limits the effectiveness of the
Biological Weapons Convention (BWC) and domestic control regimes.?

Biological weapons programs are far more challenging to detect than
nuclear programs. They look like other biological research programs. The
body charged with enforcing compliance with the BWC, the Implementa-
tion Support Unit, is significantly underfunded compared to the enforce-
ment arms of the Chemical Weapons Convention and Non-Proliferation
of Nuclear Weapons agreements. Much like for cyber weapons, custom
bioweapon development is effectively unregulated.”

Genetic and cyber weapons are also similar in their strategic utility in
terms of versatility, durability, and deniability. The scope and specificity of
genetic weapons make them more analogous to cyber than any of the
traditional weapons of mass destruction. Genetically engineered bioagents
can achieve levels of specificity that were previously impossible using tra-
ditional pathogens. Targets can include ethnic groups and even specific
individuals. They need not even be human: tailored pathogens can affect
rubber, plastics, and other defense and infrastructure-related materials.”
Similarly, cyberweapons can attack power grids and other nonhuman tar-
gets. Versatility, or the capacity to take on different forms of varying le-
thality against varied targets, makes genetic weapons potentially even
more hazardous than nuclear weapons.

Finally, unlike nuclear, but similar to cyber, genetic weapons can be used
covertly. Thus, those who employ them have plausible deniability. Much
like North Korea proxies’ use of ransomware or Russia’s disinformation
campaigns, a genetic weapon would be difficult to attribute. Even chemi-
cal weapons do not have this advantage. Attempts to deny their use, such
as in Ghouta, Syria, typically fail miserably upon investigation.”®

The ease of development and strategic benefits of genetic weapons
make them, as one forecaster put it, “the most dangerous threat humanity
has ever faced.”” What would states and non-state actors do once they
acquired them? Would they keep their genetic war capability secret?
Would they use genetic weapons openly or covertly? These questions are
considered next.

Genetic War Capability: Reveal or Conceal?

Underlying the question of whether to reveal or conceal genetic mili-
tary capability is a trade-off. To conceal it is to gain a potent secret edge
over rivals. To reveal it is to deter or frighten others from attacking.”®
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Deterrence works “because the expected reaction of the attacked will re-
sult in one’s own severe punishment.” It is “the power to dissuade.”’%

Two factors determine whether actors reveal their clandestine capability,
according to Brendan Rittenhouse Green and Austin Long.1%! The first is
the uniqueness of the capability—the less unique, the less attractive is con-
cealing relative to revealing. The second is the prospect that the adversary
will implement countermeasures. Successful countermeasures can sharply
degrade a weapon’s military value.!®? The lower the odds of countermea-
sures, the more likely the actors are to reveal their clandestine capability.

'The decision to reveal one’s clandestine capability ultimately depends
on one’s need for deterrence. Traditional biological weapons could not
deter because their outcome was always uncertain. However, without the
problems of weaponizability, delivery, and precision plaguing them, ge-
netic weapons could deter even countries with nuclear weapons. The de-
structive outcome of genetic weapons may be assured, immediate, and
massive. A genetically engineered bioagent with a short incubation period
could be released as instantly as a nuclear agent on a population of mil-
lions.1® And, unlike nuclear weapons, which rely on city and civilian at-
tacks, an attack by a genetic weapon is more likely to be militarily deci-
sive—that is, to influence leaders’ decisions about war and surrender. Its
effects could inflict harm not only on civilians but also on the leaders
themselves.1% All of these factors make genetic weapons potentially more
potent than nuclear weapons as a mechanism of deterrence.

Accordingly, state and non-state actors that need to demonstrate cred-
ible deterrence are most likely to reveal their genetic war capability. These
actors lack the only other rivaling source of deterrence—nuclear weapons.
Because they may be threatened or greedy, they are “willing to incur costs
or risks for non-security expansion.”'% Nuclear states are the actors most
disposed to conceal genetic war capability. They can reap the strategic ben-
efits of hidden genetic power without worrying about survival-threatening
aggression or retaliation.

Do the eftects of genetic weapons need to be demonstrated for them to
have a deterrence outcome similar to nuclear weapons? It may be that re-
cent outbreaks, such as Ebola or COVID-19, provide the element of proof
needed to convince a population and its political representatives of the
credibility of the threat. The recent experience with outbreaks may instill,
at least in the current generations, strong aversion and even fear. The col-
lective memory of the atomic bombings of Hiroshima and Nagasaki, and
even the Cold War—era duck-and-cover drills, has faded. However, the
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memory of the COVID-19 pandemic is fresh and potent, especially for
the generation that came of age during the pandemic.1%

What makes genetic weapons unique is their combination of accessi-
bility and destructive potential. Nuclear deterrence requires some evidence
that an actor is capable of creating and delivering a nuclear weapon. How-
ever, with genetic weapons—including those the Imperiale Framework
has deemed most urgent and concerning—no evidence of capability is
necessary. Of itself, the accessibility of relevant technologies and know-
how can portend a threat. A mere statement of one’s willingness to use
genetic weapons, combined with some signals of credibility of intention,
may be enough to deter others from an attack. This possibility may be a
dream for structural realists like Kenneth Waltz, if not for the accessibility
of genetic weapons to states and non-state actors alike.1?’

Offensive Use: Open or Covert?

So too is there a trade-off between the open and covert use of genetic
weapons. Covert use confers strategic and tactical benefits, such as sur-
prise, deniability, and versatility. The benefits of unrestricted use are pri-
marily psychological.

'The overt use of genetic weapons can be thought of as a form of “costly
signaling” or “actions so costly that bluffers and liars are unwilling to take
them.”1% The strategic logics Barbara Walter and Andrew Kydd use to
explain costly signaling by terrorist groups—specifically attrition, intimi-
dation, and outbidding—are particularly productive here.l%” These logics
rely mainly on psychological mechanisms. Actors engage in attrition to
persuade their challenger that they are strong enough to impose costs if
the latter continues the disliked course. Actors use intimidation to obtain
compliance from others by signaling that they are strong enough to pun-
ish disobedience. Outbidding is used to demonstrate a superior resolve.!1°
When it comes to using genetic weapons, it is also important to add ideo-
logical motivations to the list, especially genocidal and apocalyptic.

In sum, state and non-state actors are likely to use genetic weapons
overtly for attrition, intimidation, and outbidding. They would also opt
for unrestricted use to claim credit for genocide or ending the world. For
everything else, there is covert genetic warfare.

Wialter and Kydd specify the conditions under which the signaling
mechanisms are likely to bear fruit. Attrition works best when adversaries
are not deeply invested in the issue under dispute, are constrained in their
ability to retaliate, and are highly sensitive to the costs of violence. In-
timidation is effective on weak adversaries. Outbidding signals greater
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commitment to the cause when the others are unwilling or unable to
match the behavior.!'! The common theme is a relatively weak or politi-
cally constrained adversary. Given its invisible nature, open genetic warfare
would affect a population physically and psychologically.!?? The ensuing
hypothesis is that actors are more likely to openly use genetic weapons
against an adversary that is militarily inferior and/or sensitive to the po-
litical fallout from the engagement. A militarily weak democratic state
would make a prime target.

For some, genetic violence is not just a means but also an end. Geno-
cidal regimes may consider genetic weapons a godsend. Such a prospect
was not lost on CRISPR pioneer Jennifer Doudna, who describes a night-
mare she had in which a colleague asked her to teach someone how her
technology worked. She followed the colleague into a room to meet this
person and “was shocked to see Adolf Hitler, in the flesh.”!13

Some actors with millenarian, apocalyptic beliefs might also welcome
an open genetic war. These may include Protestant fundamentalist groups
that anticipate an imminent end of history and embrace “radical violence”
to hasten “the new heaven and the new Earth, the coming of the Kingdom
of God.”* Some jihadis, such as Islamic State of Iraq and Syria (ISIS)
tounder Abu Musab al-Zarqawi, also embrace the notion of end-times
and extreme violence. Al-Zarqawi’s brutality was so “unprecedented” that
it shocked even al-Qaeda founder Osama bin Laden.!> Many of the so-
called new religious movements, or groups emerging outside the tradi-
tional religious categories, are similarly driven by the idea of a total trans-
formation, though few of them embrace violence. Among those that do,
Aum Shinrikyo’s chemical and biological attacks in Tokyo suggest that
millenarian cults could use genetic weapons secretly for tactical benefits.
Violent racist, far-right groups may openly turn to genetic weapons to
toment a “race war.” Their fetishization of guns may, however, keep them
away from biotechnology.

Conclusion

'The development of biotechnology is rapid and decentralized. Hun-
dreds of Manhattan projects may soon operate from inconspicuous labo-
ratories around the world. How can we contain their security risks, which
present an existential threat to humanity? The following options emerge:
government regulation, government transparency, government-scientist
collaboration, scientific transparency and self-governance, and norms.
None is likely to work alone, but together they offer the best chance of
preventing genetic war.

22 STRATEGIC STUDIES QUARTERLY ¢ FALL 2021



The Technologies and International Politics of Genetic Warfare

“I have not thought of that at all,” Albert Einstein remarked when he
first learned that the latest nuclear research discoveries, stemming from
his famed equation E = mc?, enabled the creation of an atomic bomb.!!¢
He then signed a letter warning President Franklin D. Roosevelt that
Nazi Germany could develop nuclear weapons and suggested that the
United States initiate its nuclear program. However, it was not Nazi Ger-
many but the United States that dropped atomic bombs on hundreds of
thousands of civilians.

In 1953, James Watson and Francis Crick revealed that the genome,
which is the entirety of genetic information in any organism, is essentially
digital. With the right tools, it can be decoded and edited. An early pro-
ponent of mapping the human genome, Watson recognized the need to
address the policy implications of the endeavor. The Ethical, Legal and
Social Implications (ELSI) program was thus set up as part of the Human
Genome Project. The latter began in 1990 and, by 2003, successfully se-
quenced the 3 billion base pairs that compose human DNA. The goal of
the corresponding ELSI program was, as Watson explained, “to address,
anticipate, and develop suggestions for dealing with such [ethical, legal,
and social] problems in order to forestall adverse effects.”'” The project’s
cosponsors, the National Institutes of Health and the US Department of
Energy, spent over $100 million on ELSI research.!’® The ensuing work
focused on potential discrimination by employers and health insurers,
ethical standards for work with human research subjects and tissues, and
controversial issues (e.g., cloning, stem cell research, and eugenics).!
However, paralleling Einstein’s initial approach to his research, the secu-
rity risks of the new technologies were missing from the equation.!?°

What valuable lessons can we draw from the other weapons of mass
destruction for limiting, or even preventing, the proliferation and use of
genetic weapons? Considering what kept biological weapons from the
battlefield in the twentieth century, medical anthropologist Jeanne Guil-
lemin draws lessons from the nonuse of chemical weapons in World War
IT battlefields. Why did the Allied and Axis military commanders leave an
entire class of armaments, tested in battle during World War I, on the
shelf? Guillemin identifies four key factors: legal restraints, public opin-
ion, technical drawbacks, and prospects of retaliation.!?! Could these pre-
vent the development and use of genetic weapons?

'The Biological and Toxin Weapons Convention,a Cold War—era treaty
signed by the United States, China, Russia, and 176 other countries, bans
the development of bioweapons. The previous treaty, the Geneva Protocol
of 1925, prohibited chemical and biological weapons (but not their de-
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velopment, production, and stockpiling). These treaties have, according to
some, generated global norms that “clearly contributed to the fact that
few countries have been engaged in research into offensive biowarfare
during recent decades.”!?2

Others argue that it was not norms generated by international treaties
but the impracticalities of biological weapons that rendered them useless.
And overcoming these impracticalities was just a matter of time. On the
heels of World War II, bacteriologist Theodor Rosebury predicted that
next time around, biological weapons would take center stage. He stated,
“If World War III is allowed to come, biologists and men of all related
fields, including physicians, will be called upon as never before to serve
alongside physicists and other scientists as instruments of human
destruction.”? This prediction was puzzling because biological weapons
were conspicuously absent during the Second World War. However,
Rosebury reasoned that norms could prevent biological warfare no more
successfully than they prevented the use of the crossbow or musket—both
of which were, at some point, deemed weapons of cowards.!?* Technical
impediments prevented biological warfare. And those were not “beyond
the ken of human genius.”?

Brian Mazanec considers the development of constraining norms in
the domain of cyberspace. He finds that what causes norms to develop
there is their alignment with the national interests of powerful states.!2¢
While we are witnessing the development of norms in cyber warfare
thanks to the concerns of counties such as the United States, the chances
of their internalization by everyone are meager.'?” The cyber warfare norms
most likely to succeed are those that are limited in scope, such as focusing
on applying the existing laws of armed conflict to cyber warfare or prohib-
iting the first use of cyber weapons.1?

When it comes to the genome domain, one potential avenue for regu-
lation and norms building lies in a focus on a critical ingredient: genetic
data. Repurposing some general responses to data privacy concerns may
help address the individual’s rights to protect genetic information. A
multipronged approach could borrow from national efforts such as the
United States’ Health Insurance Portability and Accountability Act
(HIPAA) medical privacy laws or multijurisdictional protections such as
the European Union’s growing efforts to enshrine a “right to be forgot-
ten.” Also, policy makers could take complementary steps to grant indi-
viduals property rights to their genetic material or to utilize intellectual
property protection schemes.
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Because a research moratorium would be unrealistic, as the science and
the technologies are global, the following are the options available for con-
fronting the specter of genetic warfare. One is government transparency.
As Guillemin concludes from her study of biological warfare, the threat of
such weapons “increases in direct proportion to government secrecy, closed
military cultures, and a subsequent lack of accountability to the public.”%
Another option is scientific transparency and self-governance. At a CIA-
sponsored conference of life science experts that addressed the “darker
bioweapons future,” a panel suggested that the bioscience community
would act “as a living sensor web at international conferences, in university
labs, and through informal networks to identify and alert it to new techni-
cal advances with weaponization potential.”13

Some advocate for more government-scientist collaboration. Most pan-
elists at the CIA conference argued for a “qualitatively different relation-
ship” between the government and life sciences communities. For example,
the former could assist the latter in efforts to develop standards and norms
to differentiate between “legitimate” and “illegitimate” research.’¥ The US
National Research Council Committee on Research Standards and Prac-
tices to Prevent the Destructive Application of Biotechnology has, how-
ever, advised the US government not to attempt regulating scientific pub-
lishing. It argued that scientists and journal editors could screen their
papers for security risks. With biological information and tools widely
distributed, regulating only US researchers would have little effect.!3?

Optimism about transparency and self-governance characterizes many
in the biotechnology community.13* As one report summed up, “The sci-
entific community historically has demonstrated its ability to lead the way
in the responsible development of new technologies.”?3* In 1975, scientists
from around the world gathered in northern California at the famed Asi-
lomar Conference Center to discuss the challenges presented by recombi-
nant DNA technology. The technology permitted them to cut “long, un-
wieldy molecules of nucleotides into digestible sentences of genetic letters
and paste them into other cells.”’®® The scientists considered laboratory
and environmental safety and concluded that the field required little regu-
lation. There was no real discussion of deliberate abuse because “at the
time, there didn’t seem to be any need.”!%

'This need now exists. The scientific community is currently debating
what to do about the emerging technologies of the so-called Fourth In-
dustrial Revolution,” including biotechnology and gene editing. The com-
munity supports advancing biosecurity tools and practices like gene syn-
thesis screening and keeping scientists informed about and involved in the
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development of policies.’¥” It also advocates that it is vital for the United
States to collaborate with “equally capable and like-minded allies and
partners,” such as South Korea and India.!*® Some advise the United
States to provide global leadership on safety standards while expanding
security cooperation in the areas of global health, gene synthesis, and
medical and pharmaceutical research.!®’

There is also essential work emphasizing the need for government regu-
lation and a national strategy. The 2018 National Academies of Sciences
report stresses the need for the government to develop new approaches to
meet the new challenges while not abandoning the traditional tools for
biological and chemical defense. For the former, it identifies the impor-
tance of nimble and adaptable strategies, given the rapid rates of techno-
logical change and uncertainty about which approaches an adversary
might pursue.!*

Drawing on the Imperiale Framework, Marcus Cunningham and John
Geis propose a framework that prioritizes threats, regulates synthetic
biology processes (not products) to guard against accidents and abuses,
controls US technology exports, builds international cooperation, and
conducts horizon scanning on machine learning.!*! They contend that the
United States needs “a separate, comprehensive, whole-of-government
national strategy.” Further, the strategy must be globally exportable, as it
“cannot be successful if America imposes unilateral restrictions on its ac-
tivities that the rest of the world ignores or exploits.”!** Because it cannot
wholly coerce or induce other states (and non-state actors) to adopt its
model, the United States will also need to devote attention and resources
to building global norms for new technologies in the coming decades.
Such an effort would require a vast reservoir of soft power. K@)
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