
Given Our GenAI Era: 

Why, What, and How 

Free Societies Must Develop 

Effective Deterrence of Actors 

Intending Bad Ends

more at: stimson.org/project/red-cell/ & 

dbray@stimson.org



Opening Thoughts: 

Living Amid Seismic Changes

Last 50 years: we’ve democratized tech previously just available 

to intelligence components of major nations in the 1970s



Opening Thoughts: 

Living Amid Seismic Changes

However: we have not upgraded how to do the work of defense, 

security, and civil society given super-empowered populations



Given Our GenAI Era: 

Part 1 – “Why”

more at: stimson.org/project/red-cell/ & 

dbray@stimson.org



Trend 1: 

AI Everywhere

Current GenAI, using Deep Learning, is massively data & CPU 

intensive – may be replaced by local & more agile AI methods 



Trend 1: 

AI Everywhere

Active Inference = alternative approach that may prove better for 

more predictive, localized AI if present is *not* like past data

= ? vs.



Trend 1: 

Will GenAI ‘s impacts ≈ 

Gutenberg printing press on the 

16th century Catholic Church? 



Trend 2: 

Data Collides with Globalization

Combined market cap of the major data-intensive companies 

≈ the combined GDP of all nations minus the top 4 



Trend 2: 

Data Collides with Globalization

Most orgs still need to get digital fundamentals first, meanwhile 

may find too much data hoarding challenges free societies

Data = form of voice for 

people, if little or no 

choices in its use the 

people lose free speech

Data is *not* the new oil 

= hoarding breeds 

distrust, raising Qs for 

upgrading IC?



Trend 2: 

How can U.S. national security 

partner better with space and 

tech + adhere to Constitution? 



Ransomware damages in 2019: $11B, 2020: $20B, 2021: $43B+

“Our goal is to make money” – Colonial Pipeline attackers

Trend 3: 

Cybersecurity: Ransoms + Scams
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Trend 3: 

Cybersecurity: Ransoms + Scams

Significant concern in use of Generative AI to generate fake AI 

images, audio, & videos to generate fraud + brand disinformation



Trend 3: 

How to find solutions to detect 

AI/bots that still adhere to the 

values of the Constitution?
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Why We Need New Forms of Deterence: 

What Massive Changes Mean
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2013: 7.1 billion humans on Earth, ~7.1 billion network devices

2024: 8.1 billion humans on Earth, ~45 billion network devices

Why We Need New Forms of Deterence: 

What Massive Changes Mean



If we put the 232 numbers (~4.3 billion)

addressable by Internet Protocol version 4 into a Beach Ball

Why We Need New Digital Deterences: 

What Massive Changes Mean



For IPv6, the 2128 numbers (~340 followed by 36 zeros)

associated with this address space = the Volume of our Sun

Why We Need New Forms of Deterence: 

What Massive Changes Mean



Why We Need New Forms of Deterence: 

Stresses and Social Changes

Bad actors will use tech to attack U.S. national strengths in ways 

we cannot similarly use tech to counter → need new strategies



Why We Need New Forms of Deterence: 

Stresses and Social Changes

2018: Young people in the US who prefer capitalism <45%

<19% think military coups are bad if a government is incompetent 



Why We Need New Forms of Deterence: 

Stresses and Social Changes

With inflation, COVID-19’s economic recovery has been 

K-shaped for the U.S., isolating some and increasing loneliness



Why We Need New Forms of Deterence: 

Stresses and Social Changes

>85% of U.S. party voters believe other party hurts country

multiple regional conflicts in 2024 + PRC’s economy slowing



Given Our GenAI Era: 

Part 2 – “What” & “How”



Why We Need New Forms of Deterence: 

Stresses and Social Changes

Assessing authentic vs. inauthentic increasingly hard + 

how to avoid drowning in data vs. actual actionable insights?



Why We Need New Forms of Deterence: 

Stresses and Social Changes

Will need to democratize tradecraft of “information discernment” 

+ whole-of-society “digital dignity” consistent with Constitution



Different Deterrence Regimes: 

Addressing GenAI Abuses

Note: deterrence focuses on human actors behind a GenAI

GenAI systems not assumed to “think” like humans 

stopping GenAI systems akin to other cyber systems

Potential measures: GenAI blocking, intentional algorithmic 

confusion, data poisoning, digital corruption, and focused EMP



Different Deterrence Regimes: 

Addressing GenAI Abuses

GenAI abuses include: flooding the zone, mass impersonations, 

and corrupting quality data needed by free societies to operate

Nations will need to 

track potential foreign 

& non-state AI threats 

and enact deterrence

Biggest risk of GenAI is *not* existential, 

rather that the commons and 

connections that hold free societies 

together is abused and corrupted



Different Deterrence Regimes: 

Addressing GenAI Abuses

Within a Society, Gen AI abuses counter to: 

… Civil Norms

… Laws

… National Defense

By: 

Domestic Regulatory + Diplomatic Regulatory
Public Safety + 

Security?

Professional Societies?

Intelligence 

+ Defense? 

Diplomacy 

+ Defense

Diplomacy



Different Deterrence Regimes: 

Addressing GenAI Abuses

By: 

Gaps: must demonstrate credible “costs” to deter human actors 

must be able to correctly attribute and reach human actors

must not lose public trust and support while defending



Different Deterrence Regimes: 

Abuses Counter to Nat’l Defense

By: 

Public Safety + 

Security?

Intelligence 

+ Defense? 

Diplomacy 

+ Defense

Ideas: proportional digital, financial, and kinetic costs doctrine

multi-nation triangulating & attribution alliance

random citizen juries included in oversight mechanisms



Different Deterrence Regimes: 

Abuses Counter to Laws

By: 

Domestic Regulatory + Diplomatic Regulatory

Ideas: clear liability regime and bilateral/multilateral agreements

clear convention of rights of people to be free of AI abuse?

must not become surveillance state in response to risks



Different Deterrence Regimes: 

Abuses Counter to Civil Norms

Professional Societies?
Diplomacy

By: 

Ideas: must avoid heavy approach that forces AI underground

akin to “ham radio licenses”, licenses to unleash a GenAI? 

certified ethical data scientist / ethical GenAI developer? 



Different Deterrence Regimes: 

Whole-of-Society Solutions

By: 

Ideas: improve GenAI+human behaviors & intents identification

ISPs+Platform protocols limiting abusive GenAI movement

random citizen juries included in oversight mechanisms



Different Deterrence Regimes: 

Whole-of-Society Solutions

By: 

Ideas: must have national privacy protections updated for GenAI

need data stakeholderism, perhaps data coops, for public

potentially crowdsource spotting/tips re: GenAI abuse



Different Deterrence Regimes: 

Whole-of-Society Solutions

Will need operational NGOs to tackle issues plus more ways for 

individuals to have “voice” – cannot be done by gov’t alone

May need to launch organizations to record 

and allow “replays” of longitudinal real-world 

events relative to GenAI, to learn of risks, 

simulate scenarios, and test new tools



Closing Thoughts:

Still Not Winning in “Cyber”

Lest we focus too much on GenAI risks, we’re still not winning on 

protecting people from cyber harms, including scams & extorsion



Closing Thoughts:

Need to Empower People

What do tools for “information discernment”, identifying, 

reporting GenAIs misuse & abuses look like for the public? 



Closing Thoughts:

More Operational Spaces

Need places public can trust to operationalize non-politically, 

perhaps Labs & Non-Profits with bipartisan oversight? 



Be Bold, Be Brave, Be Benevolent

Additional Questions?

more at: stimson.org/project/red-cell/ & 

dbray@stimson.org


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42

